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INTRODUCTION

E-MNG-SH is a self-hosted Software program that provides an easy-to-use, unified interface for monitoring and configuring up to
3,000 E-16D, E-5D, E-2D, E-MICRO-TRH(P) and E-1W(P) monitoring systems (Devices) and all connected sensors (internal,
external, digital input and IP sensors and output relays via Ethernet. Supported IP sensors (when connected to Devices) include
E-MICRO-TRH(P) and E-1W(P). The Software is installed on a Windows-based server or computer (the Server) to actively poll
all Devices for status information and alerts. Any computer, smartphone, or tablet with a web browser can be used to access the
Software. All enabled users can be kept up to date on sensor statuses and be alerted instantly when a sensor goes out of range
of a configurable threshold.

Features:

e Devices may be monitored individually or in a group
e Display values and status for individual sensors or list of sensors.
e  Supports HTTP REST API to poll and download sensor data with response in JSON format.
e Unlimited number of users can access the Software program at the same time.

o Users can configure their own Dashboards to display the data relevant to them and the window arrangement.
=  Customize Dashboards to display Device status, sensor data, gauges, graphs, maps and IP camera snapshots.
e Any computer, smartphone, tablet with a web browser installed can be used to access the Software.

0 Access is operating system independent through the HTMLS5 user interface on the computer/smartphone/tablet’'s web
browser.

o No clients or special apps to install.

e Sends email and/or SMS alert messages.
0 Supports all email servers, including Gmail.
0 SMS providers supported: Twilio, Sinch
o0 Customize messages for each sensor by creating message templates.

e Self-hosted Software — ideal for users in industries that require local Software management solutions for security or data
privacy purposes.

e Plot the placement of E-LLDC-xx Liquid Location Detection Sensor Cables on floor plan maps to visually see the specific
location of liquid presence when detected.

Software Requirements:

e Windows 7/8/10/11 32 or 64-bit, Windows Server 2008/2012/2016/2019/2022 32 or 64-bit.
e Requires minimum firmware version 4.15 or later in E-xD Devices. We recommend version 4.19.
e Requires minimum firmware version 3.28 or later in E-MICRO-TRH(P) Devices.

e  Requires minimum firmware version 3.10 or later in E-1W(P) Devices.

Note: We recommend the server/computer is protected by a firewall and anti-virus software if the server /computer is
going to be accessed from the internet..

Server Roles and User Access:
One user is assigned as Super Admin to register the license and complete Software setup, plus has access to all Admin

privileges.

Users with Admin access have privileges to add/delete E-xD Devices, edit sensors, set up Dashboards, acknowledge/dismiss
alerts, simulate alerts, view logs, view sensor data, and monitor Dashboards. Admins can also add/edit/delete users
(Administrators and Operators). Any number of users can be assigned as Admin.

Users with Operator access can acknowledge/dismiss alerts, view logs and sensor data, and monitor Dashboards. An unlimited
number of users can be assigned as Operator.

Users with Read Only access can view alerts, logs, sensor data and monitor Dashboards. An unlimited number of users can be
assigned as Read Only.

Virtual Machines
The E-MNG-SH self-hosted Software program now supports a floating Virtual Machine-friendly license.
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Version with Non-Renewing License

To use a version of the self-hosted Software program that does not require monthly license renewal, order E-MNG-SHNR. The
server still needs to have access to the internet for trial activation but offline activation for this version is explained on page 7.

MATERIALS

Materials supplied with this package:
NTI E-MNG-SH ENVIROMUX Self-Hosted Management Software including:

o NTI ENVIROMUX-Management-Software-Installer_Vx.x.x.x _x64.exe or
NTI ENVIROMUX-Management-Software-Installer_ Vx.x.x.x _x86.exe  (vx.x.x.x = the version number)
The current version number is 1.4.11.0.

o Adobe pdf file of this manual

Note:

x86 is for 32 bit servers or computers which can only run 32 bit Windows OS and limits the maximum RAM size to 4GB.

x64 is for 64 bit servers or computers which run 64 bit Windows OS and has a much larger RAM size limit.

LIMITATIONS

e The Management Software:
e Managing Device sensors on cascaded Devices are not supported currently.
¢ Internet Explorer does not work with the E-MNG-SH Software
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DOWNLOAD

To get the installer, go to our website .

e If you wish to evaluate the software, click on "Request Server Software Evaluation" and fill out the registration form.
We will send the files and you can install it as described under "Installation”.

e To purchase the software, you can go to our website or contact an authorized representative or NTI sales associate
directly at 330-562-7070. NTI will email you links to the software and a link to request a license activation key.

Self-Hosted Enterprise Environment Monitoring System
Management Software

Monitor and configure up to 3,000 ENYIROMUX environment monitoring
systems and all connected sensors. Access from anywhere using a web
browser on a computer, smartphone, or tablet. No clients or special
apps to install.

Request Server Software Evaluation
(Requires EMVIRCOMUE unit)

1 H = T =& © NETWORK ENVIROMUX Managerent Software Home | Contact Us
Vlew Dnllne Demo k‘? = % TECHNOLOGIES  Software Evaluation Request Form
INCORPORATED networktechinc.com ¥

[(Coes MOT require EMYIRCMUN unit)

Products » Saelf-Hosted ENVIROMUX Managerment Software » ENVIROMUX Management Software Evaluation

E-MMNG-SH Self-Hosted ENVIROMUX Management Software Evaluation

End User Information

*First Name *Last Name
*Company

*Shreet Address

* ity *State /Province
#Zip/Postal Code *Country
| | P‘Iéa‘se‘ sélect El c:ot;lrrt.r.y ; v
* ph.
== = =1r=]"] et

118.7V

* E-mail
* Confirmn E-mail

*How many ENVIROMUZ units do you plan on managing?

E-MMG-5SH Self-Hosted Enterprise Environment Monitoring !

End User License Agreement
Software

&
Hetwark Technologies Incorporated (HTI)
ENVIRCMUX Management Software Software

End User License Agreement

Fom, a5 the Customer, agree as follows:

il -:) I Agree to the End User Licensae Agreement (:) I Do Not Agree
- Subimit

Figure 1- Registration Form

Whether you are evaluating the software, or purchasing it, you will receive an email with links for a download of the software.
NOTE: The download exe files can only be accessed and downloaded once. Please be sure that you will be able to save the
files to a local computer prior to using the links.

The email will also include the serial number for your copy of the software. Be sure to make note of it as you will need to refer to
it when you request the license key or if you call for assistance with the software.
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INSTALLATION

To install the Software on a Windows-based server or computer, double-click the appropriate version of ENVIROMUX-
Management Software-Installer. (No need for Administrator privileges).

e For a 32 bit computer/server install ENVIROMUX-Management-Software-Installer_ Vx.x.x.x _x86.exe.

o For a 64 bit computer/server install ENVIROMUX-Management-Software-Installer_Vx.x.x.x _x64.exe

@Qv| I0 » Computer » Dats (D) b EMNG-SH

Organize = Include in library = Share with = Slide show Mew faolder
-
4 0.7 Favorites
& Downloads -
=l Recent Places = -
2 Desktop &2
L/~
e EMWVIROMUK-Pa man3T2.pdf
4 o Libraries nagerment- Softa
[ EI] Desktop are-Installer.exe

Figure 2- Locate the installation file on your local hard drive

Click to "Agree".

Figure 3- Agree to terms

Choose whether to install the software as an application or as a service. Installing as a service is strongly recommended. As
an application, you will need to open the application each time the server it is installed on is powered ON, and only then will you
be able to access it from other devices. As a service, the software will open and be ready to access any time your power the
server ON. If you click "Cancel", the software will not be installed.

Install As Service w

'e Install ENVIROMUX Management Software
as a service (Recommended) 7
Mote: Administrator privileges required for service install

To install as a User Application click NO.

Figure 4- Install software as a service, or an application
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Create Admin Account

Enter email address of administrator account. This is the email
to register for license and to receive software alerts

The email address needs to be a
valid email address. The password

will be whatever you want to use to Email Address
access the E-MNG-SH Software. Email
After entering that information, click

"Set Admin". Password

Password

Confirm Password

Confirm Password

Set Admin

Figure 5- Create Admin login account

You will be prompted for a license key. To request a license key, contact NTI. This key will be unique to this Windows user and
installation of the management program. You will need the serial number for the software provided on the email that provided the
software download. If you already have a license key enter the license key here and click "Activate License".

0 Aot . The E-MNG-SH server needs to have access

Icense Activation to the internet for license activation and trial
activation. Offline activation for

Please enter your license key to activate E-MNG-SHNR is described on page 7.

PP OIIIOIIIOIIID D04

Activate License

License Activation
OR

Activate Free 30 Day Limited Trial

Activate 30 Day Trial Next

Activated: Trial. Expires: 21 Mar 2021

@ 2021 Metwork Technologies Inc.  All Rights Reserved

Figure 6- Activation screen

If you choose to just demo the Software at this time, click "Activate 30 Day Trial".  You can activate the license later by going to
the Settings -> Application Settings page. With a trial activation, the software will be fully functional for 30 days, after which you
will need to activate the license to resume operation. None of your settings will be lost.

Note: The 30 Day Trial activation will only work if the computer the ENVIROMUX Management Server is on is connected
to the internet during the trial activation.

If the license key you received is for the E-MNG-SHNR and you have installed the ENVIROMUX Management Server to a
computer that is offline, when you enter the key you will be prompted for "Offline Activation" and a "License File" (see page 7).
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If using an E-MNG-SH license, once the software
license is activated, the software will renew the
license lock every 30 days. If the Server is not
connected to the internet, the software will continue
to function for 30 days after the first attempt to
renew the lock. After 5 days of unsuccessful
attempts (once each hour), the following screen will
replace the standard License Activation screen.
Within the next 25 days you will need to connect the
Server to the internet and have it auto-renew or
manually click the "Try License Renewal" button.

Notifications will be sent to registered users via
email when there is only 14 days, 7 days and 2 days
left before expiration.

Failure to successfully renew the license will result
in the software becoming unusable.

Note: To access the activation server an
exception may be needed in your firewall by
domain name with domain
www.networktechinc.com port 443

If exception cannot be added by domain name
and IP address is really necessary then allow
65.243.248.0/25 subnet port 443

(this format automatically includes 65.243.248.0
thru 65.243.248.127 in the exception)

[— - [ Cnoses Fie | Ha tae chosea

= o P b s e bl st s e e st st e b e e

Figure 7- Activate later

License Activation

Your license has been used or we could not reach NTI servers
to renew. Please check your network connection and try
again.

Try License Renewal

If you wish to try an alternate license key please enter the
license key below to activate

PSS 4 DL S0 6000000101

Activate License

Figure 8-Manually Renew License

Alternatively, you can purchase E-MNG-SHNR which is a version of the software that can be activated using internet connection

or offline and does not require a license lock renewal

in order to continue functioning. (Offline activation for E-MNG-SHNR is

described on page 7.) Call NTI at 330-562-7070 or contact your NTI sales representative for more details.

When installed as a service, if the software crashes for any unforeseen reason, it is set to auto restart up to 3 times
within a three hour window. If it crashes more than three times, it will not auto restart. Contact NTI for assistance with

any crash.

Cloning Software

If the Software is installed on a virtual machine (VM) and this VM needs to be cloned to another computer, this can be done and
the Software will continue to work with the same activation license, however only one instance of the activated software will
function at a time. When you clone a VM like this, Please be sure to shutdown the old software or uninstall it, before the next
license renewal. If you continue to run both old and cloned software, with the same license, they will interfere with each other and

one of them will get locked out.
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Offline Activation

If the license key you received is for the E-MNG-SHNR, and you are trying to activate the software offline, when you enter the key
the activation will fail and you will be prompted for "Offline Activation" and a "License File" .

=

Current License: Activated: Trial

Upgrade to new License R OR - KR KRR O RO XK - O

Feriotess by Note: If the "Offline Activation"
Ermor l42§ Could not connect to NTI servers for license activation > N and n License Fileu prom ptS
WinHttpSendRequest: The server name or address could not be resolved (0x2ee7) 12007 ) . )
disappear, simply enter the first
e ivate NEWRK Eas e license key again to cause them
to re-appear.

Offline Activation

Download License Request File

If you don't have internet on this PC, download "License Request File” to try Offline Activation through another PC that has internet. License

Request File needs to be submitied to https:iiwww. hinc.comiTi fivation.php
License File (*.lic) Choose File | No file chosen
Upload License File
If you have received the License File from hitps:/iwww.networktechine. com/l e _phpfor a license request from

this machine, upload License File here to activate

Figure 9- Offline Activation prompts

Click once on "Download License Request File". The ENVIROMUX Management Software will automatically save a xxxx.req
(License Request File) to the browser's configured download directory. Transfer that xxxx.req file to a computer that has internet
access that can connect to the NTI website.

From a browser on the internet-connected computer, go to the Offline Activation URL
https//www.networktechinc.com/license-activation.php and upload the xxxx.req file (License Request File). Make sure the
computer does not have any internet filters in place that would block a download. You will receive a xxxx.lic (License File) in
return.

g Network Technolegies Inc E-MMN. X +

c 5 httpsy//www.networktechinc.com/license-activation.php AT ] = % =
© NETWORK E-MNG-SHNR Offline License Activation Home | Contact Us| Site Map | Your cCart| Login
ﬁ TECHNOLOGIES
INCORPORATED networktechinc.com ¥ ‘Searcn NTI ‘ Q

Home » E-MNG-SHNR Management Software Offline License Activation

E-MNG-SHNR Management Software Offline License Activation

Activate your E-MNG-SHNR license even if your server (where E-MNG-SHNR Management Software is installed) does not have internet access. You should have
downloaded a license request file from the management software, after entering the license key there. See page 7 in the manual for details. If you have not
received your license key yet, please contact an NTI product consultant. Please note this method of offline activation cannot be used for evaluaticn licenses or
floating virtual machine licenses.

* Required Fields

License Request File
*Select License Request File | Choose File | No file chosen

Figure 10- Offline License Activation website

Transfer this License File back to the ENVIROMUX Management Software server, click "Choose File" and select the License File
downloaded. Now click once on "Upload License File" to upload and activate the ENVIROMUX Management Software license
file.

Note: If the "Offline Activation" and "License File" prompts disappear, simply enter the first license key again to cause
them to re-appear.
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Installation Continued

Once the program is installed, a teal "N" will appear on your desktop and a shortcut on the taskbar. A shortcut will also be added
to the "Start Menu"-> All Programs list.

@Ol 10]0 k@i

Note: This is a web-based software. The icon is used only for starting the software on a server. Management
and monitoring of the software is done through the browser.

£

Note: Ensure that the server firewall allows TCP port access as set in the application settings (see page 9).

Any computer, smartphone, or tablet with a web browser installed can be used to access the E-MNG-SH software. Access is
operating system independent through the HTML5 user interface on the computer/smartphone/tablet’'s web browser.

To access the E-MNG-SH, simply enter in the IP address or Server host name of the ENVIROMUX Management System into the
URL bar on your browsing computer/smartphone/tablet. If your computer/smartphone/tablet has network access to the E-MNG-
SH, you will be presented with the login screen. The server can be configured by anyone with access to it that has
administrative privileges (provided the server is ON and the E-MNG-SH is running).

Users with only "Operator” privileges can assess the E-MNG-SH and view the monitored Devices, but they cannot change any
settings. For more on privileges, see page 19.

The Software will open to two empty lists under the Home page. The Home page will display the IP addresses of the Devices
being monitored and a list of any alerts associated with sensors being monitored on those Devices.

This is the address to access from same server/Computer (default is 127.0.0.1).
4 c = S 12700.18001/phnsdex 4 . .
i K K VB e @ s 0 e | [T ACCESSING from another computer/smartphone/tablet the url to use will be
either the host name as set in application settings or one of the IP addresses of

= [N SNVROMX tanngemeri Saftvars the server/computer where E-MNG-SH is installed.

2 mersar
Home T
Home
Graphs 1P Akiraase Device Names Slabisd Sans0r Narmie Senser Vakid Sansor Sakiss Sensor Tyes Davice Names Last Uptabiis
Multi-Sensors + Mo duvics availabla Ho alait
Status B Alarts i
¥ Cameras
Camara Tasts
Map 1
Map 2
A s
= Devices
L Setings
[

Figure 11- View of the Home screen

To configure the E-MNG-SH to manage your devices and sensors, go to the Settings pages. Under Settings you will find three
submenus,

e Applications Settings
e Network Settings
e User Settings

Make sure all of the details for operating the E-MNG-SH are as desired.
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Application Settings

Language

Device Poll Rate

Date Format

Time Format

System Log Roll Period

English ~
Display language for server

5000
Delay between polliing of sensor data for each device in millisecond. Minimum: 1000

MM/IDD/YYYY -
Date Format to show values in

hh:MM:SSTT -
Time format to display values. HH: 24 hour format, hh: 12 hour format, TT. AM/PM

Hourly -

System logs will be rolled every new period as set above

Number of System Logs to Store 168

System Log Level

MNumber of rolled system logs fo keep on disk

DEBUG v

System Log Level. Recommended: INFO

Send Anonymous Usage Stats

Help NTI improve ENVIROMUX Management Software by sending anonymous usage reports

Upload Crash Reports (Recommended)

Upload crash report to request NTI for fix (Restart Required)

Figure 12- Application Settings

Application Setting Description

Language

Only English is available at this time

Device Poll Rate

Delay time between polling data for each sensor attached to each Device, measured in
milliseconds (Min. is 1000)

Date Format

Format of how the date will be displayed in the Software- six to choose from

Time Format

Format of how the time will be displayed in the Software- four to choose from

System Log Roll Period

System Logs will be rolled as often as set here- Hourly, Daily, Weekly, Monthly, Quarterly or
Yearly

Number of System Logs to
Store

Number of system logs to store on disk- There is no limit.

System Log Level

Select the types of messages that will be logged in the system.log file on Software (see below)

Send Anonymous Usage
Stats

Place a checkmark if you approve of sending anonymous usage reports to NTI to help improve
this Software

Upload Crash Reports

Place a checkmark in the box to have your Software upload crash reports to NTI and to request a
fix. We strongly recommend enabling upload of crash reports. If disabled, NTI will not be able to
help with any fixes because of a possible Software crash

System Log Level

DEBUG

CRITICAL only logs messages that cause Software to exit

ERROR logs messages with Device, server communication, sensor or user errors including CRITICAL messages
WARNING will log messages including possible issues with setup or communication including ERROR & CRITICAL
INFO logs informative messages including WARNING, ERROR & CRITICAL

FINE logs extra informative messages that logs Device communication including INFO,WARNING, ERROR & CRITICAL
logs all messages which may be too verbose for normal usage but helps with debugging any software issues,

including FINE, INFO, WARNING, ERROR & CRITICAL

Don't forget to click "Save" once this is complete.
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Network Settings

Network Settings

Network Settings

||
|
§

Server Host Name 192.168.3.12

Host name to use on all uris. This host name should be associated with atieast one of the IP Addresses of this server

Restrict to above Host Name D

Restricis all access to use host name only. If host name is incorrect, you will not be able to access the server

HTTP Port 80

HTTP port on which the software should listen to (Restart Required)

HTTPS Port 443
HTTPS port on which the software should listen to

:
:
|

SMTP Server Type Custom b

SMTP Server Type you want to use for sending emails

SMTP Server ntigo.com

SMTP Server address or domain that you want to use to send emails

Email From Address tismail test@ntigo com

SMTP email address that NTI ENVIROMUX Management Software should use to send emails

SMTP Encryption Type STARTTLS ™
Encyrption type to be used with above SMTP Server

SMTP Server Port 587
SMTP Port to be used with above encryplion setting for server. Usual port #.- None: 25, TLS: 465, STARTTLS: 537

SMTP Server Requires Authentication

Check this box if SMTP server requires authentication to send email

SMTP Username tismail test

SMTP authentication usemame

SMTP Password e

SMTP authentication password

Confirm SMTP Password P

Confirm above SMTP authentication password

— SMS Settings

SMS Provider Sinch ~
Select your SMS gateway provider to be able to send SMS alerts. Other SMS settings will be given by your SMS Provider

SMS From Number MR H KK KK
Number to send SMS From. This is usually a phone number assigned to your account

Service Plan ID 9d2e810b2da24062661facb5065546¢d

Plan ID siring is available from Home -= Communication APis -= SMS - Service APIs

Bearer API Token e

AP Token is available from Home -> Communication APls - SMS > Service APIs

+ Ceriificate Setfings

Send Test Email Send Test SMS

Figure 13- Network Settings

Network Setting Description

Server Host Name If you want to access the server with a specific domain name, please set that domain name here
The DB browser can be used to recover from an incorrect host name. (See page 18)
Restrict to Above Host Name | Enable the Host Name assigned to the Server- restricting access to the Server by using the Host
Name only.

HTTP Port Port on which the Server will be connected with . This is the default HTTP port. If you change
this, you will need to add ":<port#>" to the end of the IP address. i.e. If you change it to 85,
you will need to enter <IP ADDRESS>:85 in the URL bar to access the Server.

HTTPS Port HTTPS port on which the Server will be connected with.
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Network Setting Description

SMTP Server Type

Select "Custom" or "Gmail" (Most of the settings below are only for a "Custom" SMTP server)

SMTP Server

Enter a valid SMTP server address

Email From Address

Enter email "From" address to be used by E-MNG-SH to send messages from

SMTP Encryption Type

Choose encryption type from dropdown menu: STARTTLS, TLS or None

SMTP Server Port

Enter port used by SMTP Server (default is 587 with STARTLS encryption)

SMTP Server Requires
Authentication

Place a checkmark in here if the SMTP Server requires authentication to send messages

SMTP Username

Enter the SMTP Username for the E-MNG-SH-if encryption is checked

SMTP Password

Enter the SMTP Password for the E-MNG-SH- if encryption is checked

Confirm SMTP Password

Re-enter the SMTP Password for the E-MNG-SH

Gmail SMTP Server

When "SMTP Server Type" is set to Gmail, a valid Gmail address needs to be entered into the "Email From Address" field. With
that field filled, click the "Authorize with Google" button. Then follow the prompts to get Gmail authorized.

SMTP Server Type

Email From Address

Current Auth Status

Gmail ~

SMTP Server Type you want to use for sending emails

SMTP email address that NTI ENVIROMUX Management Software should use to send emails

Not Authorized

& Authorize with Google

Figure 14- SMTP Server Type- Gmail

"Current Auth Status™ will mention the Authorization status for Gmail. If Authorization is expired, it will automatically renew unless
authorization has been revoked by the user. If not authorized or auto renew of authorization is failing, you have to Reauthorize
again by using below procedure (shown in screenshots). Any email failures and associated reasons will be logged in the

system.log file

11
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G sign in with Google
& Sign in with Google

networktechinc.com wants

Choose an account access to your Google Account

to continue to networktechinc.com 8 s

& a  Network Technologies Signed out When you allow this access, networktechinc.com
S%  emux.nti@gmail.com will be able to
® Use another account I @ Send email on your behalf. Learn more

Use the "Email from address™”
Befo| you entered on the Network

netw| Settings page f service. You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Make sure you trust networktechinc.com

Learn how Google helps you share data safely.

See networktechinc.com's Privacy Policy and Terms of

Service.
Cancel Continue
ENVIROMUX OAUTH Authorization Click "Continue"
Loading..
Authorization was successful. Please close this
window if it is not auto closed in 30 seconds
& mmm—a . NETWORK US & Canada: 800-742-8324 You will get a warning from Google until Gmail
ﬁﬂ' TECHNOLOGIES o) 330-562-7070 approval is complete.
INCORPORATED "2X: 330-562-1993
sales@ntigo.com

Figure 15- Steps in getting Gmail Authorization

12
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SMS Provider Twilio v
Select your SMS gateway provider to be able to send SMS alerts. Other SMS settings will be given by your SMS Provider
SMS From Number XOCOOOOOOE

Number to send SMS From. This is usually a phone number assigned to your account

Account SID AC448ac629d1add1a16fac00892b8abf7c

SID string is found in Accounts -> Keys & Credentials -> AP| Keys & Tokens of your Twilio account

Auth Token

Auth token string is found in Accounts -> Keys & Credentials -> AP| Keys & Tokens of your Twilio account

Figure 16- SMS Settings for Twilio

SMS Settings

Network Setting Description

SMS Provider Click the down arrow to select your SMS Provider. Choose between Sinch, Twilio and None.
SMS From Number Enter the phone number provided by your SMS Provider.

Account SID/Service Plan ID Enter the ID number provided by your SMS Provider.

Auth Token/Bearer APl Token | Enter the APl Token provided by your SMS Provider.

Tips for Twilio SMS Signup:

If asked for Programming Language use “Other”, for integration use Own Code and No hosting options is required.

You will be assigned a phone number for your account or you have to sign up for a phone number with relevant authorizations
for your country of Choice. For example in USA you have to sign up for A2P 10DLS to send SMS to unverified numbers. If
you want to use a short code you have sign up for relevant short code within Twilio

Get your Account SID and Auth Token and enter in E-MNG-SH software
You can find these details in your Twilio Console page -> Account Info

By default Twilio allows sending SMS to numbers only in the home country you selected during signup

To send internationally you have to select the desired countries in Geo Permissions by going to
Console -> Develop -> Messaging -> Settings -> Geo Permissions

[T p——

Ahoy Paul, welcome to Twilio!

Get a Twilio phone number

Get a Twilio phone number

* Account Info

Account S1D

3. MCa AC3eSlabItascEbi5astbbea3B0H0940

Auth Token

Figure 17- Twilio Console Page
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Figure 18- Twilio- Setting Geo Permissions
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Select your SMS gateway provider fo be able to send SMS alerts. Other SMS settings will be given by your SMS Provider

B 8.9.6.6.¢ 644

Number to send SMS From. This is usually a phone number assigned to your account
9d2e810b2da24062861facb5065546cd

Pian ID string is available from Home -= Communication APs -= SMS -» Service APIs

API Token is available from Home -> Communication APls > SMS - Senvice APls

Figure 19- SMS Settings for Sinch

1P el Mg [+ 555

Bdgaria [+ 325
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[r————
Metheriands (+ 51

Ukraing 1+ 101

Click "Send Test SMS” after saving your SMS Settings. If there is an SMS delivery failure, reasons for it will be
logged in system.log. If the SMS delivery failed and it shows successful delivery in system.log, please check your
SMS Provider account, as it may be held up due to a billing/authorization issue.
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Certificate Settings

Menu changes based on the option selected. E-MNG-SH provides several ways to install an x509 certificate to work with HTTPS
secure browsing.

a. Self-Signed with Signer Option as E-MNG-SH Signed:

This is the most simple option to setup and is the default. E-MNG-SH will generate the key, CA certificate and Server
certificate as needed. Users only have to Download and install the CA certificate provided by E-MNG-SH

Certificate Signer Sell Signed ":

tificate type to be used with HTTPS Server

Sel el Signed certfcate f you are not using a third party CA sernce ke Drgicent, Vensign etc

Signer Option E-MNG-5H Signed -

" to auto create and sign the certificate
d™ if you wash to manually generale and upload keys * cerificates

Download CA Root Certificate
This certificate needs to be instaled as a Trusted Root G ficate Authority on every PC that needs to connect

Figure 20- Self-signed Certificate Setting Options

b. Self Signed with User Signed Certificate:

E-MNG-SH understands you want to generate your own key, server certificate and CA certificate. You can use a
procedure similar to How to Create x509 Certificate (Section I) to generate all 3 files and upload them to E-MNG-SH.
Here we assume the CA certificate you upload is already set as Root Certificate for the users connecting to server.

Certificote Signer el

Skgner Option s
cales
Private Key File ".pem) [Chooss Fie | Mo te chosen
Upload Private Key
Server Certficate Flls [*.pem) | chocss Fila | Mo s chossn
CA Cortificate Fils (*.ca) [ Croose Fie | o tee chosen
e e

Figure 21- Self-signed and User Signed Setting Options
c. CA Signed with Generate CSR option:

Here you will be using a third party CA whose certificate will already be uploaded to your user's PC’s/Devices like
Digicert, Verisign etc. In this case the key file will be generated by E-MNG-SH. These external CA expect only a CSR file,
containing server details, to generate the server certificate for you. You can get this CSR file by filling out the required
details. You have to upload this CSR file to your CA and get your server certificate as well as their CA certificate. Upload
both certificates to E-MNG-SH and you are set.

Please note: You have to upload the server certificate for the same CSR you previously generated meaning you cannot
regenerate a CSR after a server certificate has been created. Otherwise the key will mismatch the server certificate.

15
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= Catificate Semgs

Cortificate Signor

& thard party CA sefvice Bke Digicerl, Vietisgn el

Certificate Option Generate C5H and Upload Cernficate
Slert B DOCECUTE 1 MEVE e SeVr cerifcats signed oy CA

Country Name
SwtaProvince Name
Locality Namo
Organization
Organization Unit

Common Name

Email Address
Server Conificate Fily [ Choose File | No tie chosen
A Centificate File [*.cs) [ Enosse File | No fis chasen

Upload CA Cartificate

Figure 22- CA Signed and Generate CSR Setting Options

d. CA Signed with Uploading keypar & Certificate:

This case is same as step C, except you will have to generate the key yourself and also generate the CSR for it using a

step similar to How to Create x509 Certificate (Section Il) . You will have to upload Key, server certificate and CA
certificate in this case.

Cartificate Signar o

2 Using 2 Thn party CA sonice ks (Ngican, Vibrisign eic
Certificate Option | Upload Keypair and Contificate

Beioct 2 pocedurs 1 have e sarves COMNcate sgrad by CA

Private Key Fils [*.pam) |_Emon Fila | Mo file choten

Upiload Privais Key

Server Cenificate File [*.pem) |_Ehmn Fila | Mo file choten

Uplood Server Certificats

CA Conificate File (*.ca) [ Ehomse Fie | Mo fie chosen

Figure 23- CA Signed with Upload Keypair and Certificate Setting Options

Please note if any certificate options are changed, it requires the E-MNG-SH server to be restarted to load new certificate details.
Please refer the Shutting Down/Restarting section in this manual
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|— Contficato Sotings.

Cartificats Signer

Cartificata Option

Private Key File [".pam)

Sarvor Cortificata Fils [*.pam)

CA Cortificats File [*.ca)

CA Signed -

| Choose File | Nao file chosen

[ Choose Fae | Na file chasen
| Choose Fie | No ble chosen

Figure 24- CA Signed Certificate Setting Options

Network Setting Description

Certificate signer

Certificate type to be used with HTTPS Server. Select self-signed certificate (x509) if you are
not using a third party CA service like Digicert, Verisign, etc. CA signed certificate will provide
more options.

Signer Option

Select between E-MNG-SH Signed and User Signed (If "User Signed" is selected- the fields
above will appear)

Private Key File

Choose and upload a private key file in *.pem format.

Server Certificate File

Choose a server certificate and upload in *.pem format

CA Certificate File

Choose and upload a CA Certificate file in *.ca / *.crt format.

Don't forget to click "Save" once this is complete. You can test your settings by clicking "Send Test Email". An email will be sent

to any configured users.

Private Key File (*.pem)

Server Certificate File (*.pem)

CA Certificate File (*.ca)

Figure 25- Security Configuration-X509 Certificate

Choose File | No file chosen

Upload Private Key

Choose File | No file chosen

Choose File | No file chosen
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Server Host Name

If you want to access E-MNG-SH with a specific domain name, please set that host + domain name (also referred to as FQDN
(Fully Qualified Domain Name)) here (for example "monitor.enviromux.com"). This FQDN should be associated with at least one
of the IP Addresses of this server or computer. In the event the FQDN set is incorrect and access is restricted to this FQDN (as
set in "Enable Above Host Name"), you would not be able to login to E-MNG-SH. In this case you can correct the FQDN by
following the below procedure.

1. Access the server or computer where E-MNG-SH is installed. Open the database folder and locate the "settings.db" file.
(You can right click on the E-MNG-SH icon (teal colored "N") in the system tray to access the database folder.)

Home LIRL

Logs Folder
Database Folder

Exit:

—
417 PM
3/18/2021

Click here to open
the tray

1 o
|l [ N ) Custemize..,

Right click the "N"
to access the Database Folder

2. Exit E-MNG-SH software now
3. Open "settings.db" with any SQLite editor like DB Browser or DBeaver

4. Setthe desired FQDN in "HOST_NAME" column of "EMANAGER_SETTINGS" table

5. Save these changes and close the file. Restart E-MNG-SH now and you should be able to
login with a correct host name.

18
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User Settings

There is a limit of 1000 users that can be configured to access the E-MNG-SH. To add users, go to Settings -> User Settings .
Enter the first and last name, email address and password for that user to use to access the E-MNG-SH.

= NTI envIROMUX Management Software G

0 rsnanr 5 -
User Settings DU

. e

-

— penas ' Nama Emadl Ay Enabded Fe

£ semn - o ST = o - e Flrst Namse T e

Apphcabon Setings

Uses Last Mamie
Hetwork Setngs

User Setings

[ Qo 0
Passworl

Cordirm Password

Emal

Figure 26- User Settings for Adding Users

Once a user has been established, click on "Edit" in the "Available Users" window to bring up the Edit User page and add
additional information. You can also, instead, click on "Delete' to remove the user altogether.

First decide what access level this user will have:
Super Admin- This user cannot be deleted and is the same user used in license registration and managing the E-MNG-SH.
Admin - User has administrative privileges to make changes to the configuration of the E-MNG-SH
Operator- User only has access to the information provided on the E-MNG-SH. No changes can be made.
Read Only- User can see everything the E-MNG-SH has to offer, but cannot change any settings or add anything.

Note: Only Admin users can edit other user’s passwords, the Operator users can edit their own password only

Edit User: Guest

Enter a phone number (or two) if you want messages sent [ G

to this user's telephone via SMS (see page 13).

Be sure to check the "User Enable" block to give the listed User Lovt e

user access to the E-MNG-SH. e
Place a checkmark in "Sound Alerts" to enable the user to Pmone Niember 1

hear audible warnings about an alert being sensed while

the user is monitoring a Dashboard. T
Place a checkmark in "Enable Alerts" so the user can —
receive emails about sensor alerts or reports generated Sk o
(page 39). Sound Aern

Emadl Aleris. \")
The Title, Department and Company are optional Read Gnl’
information that can be provided for reference. sws awrs Read Dﬂ[-jf
On this page the user's password can also be changed. " : . DpEE’IHiDr
After entering, click "Set New Password". S 5 Admin
When finished, be sure to click "Save User". s S oy SLIF-EF Admin

Figure 27- Edit user settings
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DEVICES

Under Devices, in the menu, there are four options to select.
e Device Settings
e Sensor Settings
e Add or Remove Device
e Maps

The Device Settings page displays all the Devices you have configured to be monitored and the groups you have established for
the management of those Devices. You can click on the IP Address of each to view status and adjust settings of each sensor in
each device.

My Devices Home ' My Devices
‘ﬁ Home IP Addressw Device Names Status=

b 28 E-2D Units T
10.0.1.16 Furnace Room E-2D Normal

.58 F-5D Units
; = E-16D Units 10.0.1.97 Compressor Rm. E-5D Normal
147.0.27.197 E-16D Server Rack Monitor Normal
147.0.27 207 E-2D Lab Room Environment Monitor Normal
147.0.27.208 E-5D Server Rack Menitor Normal
147.0.27.212 E-5D EO4 DDNS Test Unit Normal
147.0.27.218 E-2D P05 Normal

Figure 28- My Devices List

Next, under Sensor Settings, you have a "My Sensors" list of all sensors, IP addresses and cameras connected to the Devices
being monitored.

My Sensors Home = My Sensors
e
a4 Home Search Sensors:
. i
= [ Sensor Names ] Sensor Type$ Device Names
- iy E-20B E03
& E2DB E02 (RevG) 1. E-2DB ED8 Input Voltage Internal Sensor E-2DB E08
& E-2DB E01 (RevGIPOE) 1.1. E-2DB ED8 Temperature 1 External Sensor E-2DB E08
& E-2D Lab Room Environment Monitor
1.2 E-20B E08 Humidity 1 External Sensor E-2DB E08
& E-2D P4
= Fumace Room E.2D 1.3, £-2D8B E08 Dew Poirt 1 External Sensor E-2DB E08
- E-2D E04 (RevG) 2.1, E-2DB ED8 ACDCLM Sensor 2-1 External Sensor E-20B E08
- iy E-20B P02
- 2.2 E-2DB E08 ACDCLM Sensor 2-3 External Sensor E-2DB EO3
- E-20B E15
& E20Pos 23 E-2DB E08 ACDCLM Sensor 2-2 External Sensor E-2DB E08
£ E-5D Units 2.4 E-2DB E08 ACDCLM Sensor 24 Extemnal Sensor E-2DB E08
&= E-5DEL-1 (EO7)
1. E-2DB ED8 Digital Input 1 Digital Input: E-2DB E08
&= E-5D Server Rack Monitor s ik i
- @ E-5D E04 DDNS Test Unit 2 E-2DB E08 Digital Input 2 Digital Inputs E-2DB E08
- .
- Remdie 50 1. CPU250 Win Server 2016 IP Devices E-2DB E08
- E-50 E01
& Esnasy 1. E-16D-24V IPMI Rack Memory Free SNMP Sensors E-2DB E08
& Compressor Rm. E-5D 2. IPDU Output Relay 1 SNMP Sensors E-2DB E08
&= E-50 E02 - .
3. NAS (NDATA) System Temperature SNMP Sensors E-2DB EO8
== E-16D Units
& E-16DEL-1 (Master) 4. NAS (NDATA) Fan 1 Speed (RPM) SNMP Sensars E-2DB E08
- @ E-16D 51 5. NAS (NDATA) Fan 2 Speed (RPM) SNMP Sensors E-2DB E08
- dy E-16D 24V IPMI Rack
- 4 1. E-2DB E08 Output Relay 1 Output Relays E-2DB E08
& E-16D Server Rack Monitor
& Opers Test Unit 1. Power Supply 1 Power Supplies E-20B E08
&= E-16D 48V 2. Power Supply 2 Power Supplies E-2DB E08
& E-16D E100
1. Wanscam HWO041-1 IP Cameras E-2DB E08
2. MXS 4K Camera MJPEG IP Cameras E-2DB E08

Figure 29- My Sensors List
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. ______________________________________________________________________________________________________________________________________________________________________________________]
Next is the "Add Or Remove Devices" page for adding more Devices to be monitored and adding groups to put the Devices into.
Groups makes it easier to manage how the sensors and Devices will be monitored. From this page they can also quickly be
removed from the list.

Add Or Remove Devices

Cr N (T

Demain or IP Address.

Doman or I[P Address of your Emiromie: device

Protocol HTTP »
Protocol used fo commuricate with device

Part Of Web Server 80
Pt rumger of wab seever prstacel HTTF or HTTPS
Admin Usernamae oot

Usemanié of a user wilh 30min prvieges on above ENVIROmu devie

Admin Password

Fassword or above user

1P Address- Device Names Statuss
10.0.1.16 Furnace Ream E-20 Normal
10047 Compressor Rm. E-50 Normal
E-160 Server Rack Momlor Normal
Server Rack E-MICRO Normal
Server Rack E-1W Normal
E-20 Lab Roam Enviranmant Manitor Naormal
E-5D Server Rack Monitor Normal

Figure 30- Add or Remove Devices

Lastly, use the "Maps" page to upload an unlimited nhumber of images of a map, building, or server room (examples).

Images must be .jpg or .png format, with a maximum size of 20MB (any resolution). On these images you can place markers for
Places, Devices, or individual Sensors that you want to easily monitor the status of. Many map images are pre-loaded for you to
choose from.

1. To setup a map, first select either "Floorplan” from the Map Type dropdown, or select a specific location from the pre-loaded
maps. If you select "Floorplan”, you will have the option to load a custom image. Locate the image file to be uploaded (must be
.jpg or .png format). Then click "Upload".

2. Once uploaded, you can click on the map to have it enlarge in the viewing window.

Map LiSt Home  Map Lisl
Available Maps
Name Map Type Edit
Map Name Senver Room|
Server Room Floor Plan Edid  Delele

Enter name of this map

Woarld Sensors Waorld Edit Delete Map Type Floor Plan | World
Select Map Location Type you wanl o add sensors o
World

Floor Plan

Upload a figor plan of your deswed locaton, Allowed e types, _pong, jpg Afn-ca

Floor Plan Choosa File | No file chosen

Asia

Europe
Add New Ma )
North America

QOceania
South America
Argentina
Figure 31- Map Types to choose from Australia
Austria
Bangladesh
Belgium
Brazil
Canada
Chile
China
Colombia
Denmark
France
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Editing Map: World Sensors

Figure 32- World map provided

3. Right click anywhere in the image to add a marker. A prompt for "Add Marker" will display. Click on that to bring up a list of
sensors to be monitored in a Place, from a Device, or individual sensors.

Place
Add Marker I
/ Device
Select Marker Type: m
i Sensor Markers shows detailed view for one Sensor/IP Camera. I Se.n SOr
Enter a name fOI’ thIS marker Place and Device Marker shows summary view for multiple Devices/S
if it is a location, then select . '
what sensors will be P>server Roar |
monitored at that location. Eonecic
Click "Save" when complete.
item Name#$ Item Type#® Parent Names
& FE-20B E08 ?;;’ '::B sg  E2DUnts
§ E-2DB E08 Input Voltage Internal Sensors  E-2DB E08
Selected | E-20B E08 Temperature 1 External Sensors E-20B E08
Add Marker sensors 78 E-2DB E08 Humidity 1 External Sensors E-2DB E0B
* @ E-2DB E08 Dew Point 1 External Sensors E-2DB E08
B E-2DB E08 ACDCLM Sensor 2-1 | External Sensors E-2DB E08
Markers W| " ﬂaSh between 8 E-2DB E08 ACDCLM Sensor 2-3  External Sensors E-2DB E08
I|ght and dark g reen When ) E-2DB E08 ACDCLM Sensor 2-2  Extemnal Sensors E-2DB E08
nOt in alert, and between B E-2DB EO8 ACDCLM Sensor 2-4  External Sensors E-2DB E08
|Ight and dark red When in @ E-2DB E08 Digital Input 1 Digital Inputs E-2DB EO8
a|ert_ Previous n 2 3 4
5 = 73 Next
Cancel m

Figure 33- Loading maps and placing markers
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Add Marker

Select Marker Type: m

x

Sensor Markers shows detailed view for one Sensor/IP Camera.
Place and Davice Marker shows summary view for multiple Devices/Sensors

Device Names

= E-20B E08

& E2DB E02 (RevG)

& E-2DB E01 (RevG/POE)

& E-2D Lab Room Environment
Monitor

= E5DEL-1 (E07)

&= E-5D Server Rack Monitor

&= E-5D E04 DDNS Test Unit

& E-16DEL-1 (Master)

= E-16D 51

& E-16D 24V IPMI Rack

Search:

IP Addresss
Device
192.168.3.82
Device
192.168.3.222
Device
192.168.3.223
Device
147.0.27.207
Device
192.168.3.81
Device
147.0.27.208
Device
147.027.212
Device
192.163.3.100
Device
182.168.3.101
Device
192.168.1.100

Group Names

E-2D Units

E-2D Units

E-2D Units

E-2D Units

E-5D Units

E-5D Units

E-5D Units

E-16D Units

E-16D Units

E-16D Units

Previous n 2 3 Next

Caneel m

Add Marker

Select Marker Type:

Sensor Markers shows detailed view for one Sensor/IP Camera.

Place and Device Marker shows summary view for multiple Devices/Sensors

Search:
Sensor Names Sensor Types
h E-2DB EO08 Input Voltage . Internal Sensors
) E-2DB E08 Temperature 1 External Sensors
§ E-2DB ED8 Humidity 1 External Sensors
§ E-2DB E08 Dew Point 1 External Sensors

§ E-2DB E08 ACDCLM Sensor 2-1  External Sensors
§ E-2DB E08 ACDCLM Sensor 2-3 | External Sensors
§ E-2DB E08 ACDCLM Sensor 2-2  External Sensors
§ E-2DB E0B ACDCLM Sensor 2-4  External Sensors

§ E-2DB ED8 Digital Input 1 Digital Inputs
§ E-2DB ED3 Digital Input 2 Digital Inputs

Device Names

'E-2DBED8

E-2DB E08
E-2DB E08
E-2DB EO8
E-2DB E08
E-2DB EO8
E-2DB E0&
E-2DB E08
E-2DB E08
E-2DB E0&

Previous n 2 3 4

5

75

Next

c ﬂncel E

Figure 34- Markers for Device or Sensor

With your maps and markers defined, you can create a Dashboard and add your map to it (see page 32) .

= NT' ENVIROMUX Management Software

[J Menitor
Home

Status +
Graphs
Multi-Sensors +
Status & Alerts
IP Cameras
Camera Tests
Map 1

Map 2
A Events

=, Devices
a Settings
© About

TR

Map 2 weae

=

Figure 35- Use a configured map to monitor select sensors
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With the map on the screen, click on any marker and the sensor or sensors associated with the Location/Device will be displayed
and the status of those sensors will be indicated.

Assigned h——)  Basement X
name of the -
Marker Search:
I Item Names Item Type% Statuss Rarent
Names
& E-2DB E08 Device 192.168.3.82 Normal £
Units
-2D 08 ACDCLM Sensor -
?E HEQEACHCEN External Sensors 0.0% E 28
22 E08
8 E-2DB E08 Dew Point 1 External Sensors 294°F E;faDE
§ E-2DB E08 Temperature 1 External Sensors 812°F =205
E03
i
Close |

Figure 36- Sensor status at location "Basement"

Devices to Monitor

Before adding a Device, select the group under which the Device needs to be added. If no selection is made the Device will be
added to the "Home" group.

To add a Device, click on "Devices"-> "Add or Remove Device" in the side menu. A window will open as shown on the next page.
Enter 1) the Domain or IP address for the Device,

2) the connection protocol (HTTP or HTTPS),

3) the server port number (usually 80 for HTTP and 443 for HTTPS)

4) any user with admin privileges on the E-xD can be used

5) the user with admin privileges password

6) press "Add Device".

If the IP address is valid, the message "Connecting to Device" will be followed by "Device added successfully" and the Device will
appear in the Devices Added list. The sensors attached to that Device will be sensed and added to the "My Sensors" page.

If the IP address or Domain is not valid or accessible, the message "Error 913: Connection Timeout" will be displayed.

TIP: If you don’t know the IP addresses of the Devices to be monitored, you can use the included NTI Discovery Tool
(page 28) to identify them (provided they are all connected to the same LAN).
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= NTI ENVIROMUX Management Software

B Aemin
O wonitor " - - : - i =
Add Or Remove Devices Add Devices Home A O Remows Devices

A pens
- =
- Do Domain of 1P Address

My Devices Darmain o 5 Addrass of your frrsimenio cevce

My Sansors Protocol HTTE -

Add Or Remawa Davice Pickoes used bo commnicate with devie
O settege 3 Par 1 Wied Server £
° POt numzser of wee serviel protocol MTTE of HTTFS

At 3

Adria Usermame ot
st of st with A Denikegas on a6 Envicamuoe devon

i Passwon

Pasiwaid for above user

Devices added

Horms

oo

[

Figure 37- Add Devices to monitor

Continue adding until all Devices to be monitored are listed.

Groups
Groups can be used to organize your Devices as viewed on the Dashboard.

The name of the default group "Home" can be changed. Below it has been changed to "Server Room".  Click the name, click
on "Rename Group", and enter the new name. Press Enter key to save.

Add Or Remove Devices

Deyice Groups

a...48d Server Room
¥-- B8 E-2D Units
g =8 E-6D Units Devices added to the group will
b B8 160 Units be listed

b =1 Mew Group

Create Group Delete Group

Figure 38- Primary group, and New Group added

Click "Create Group" to add an additional group.  While the "New Group" name is selected (highlighted) , any Device that is
entered will fall under that group.

To remove a group, while the group to be removed is selected (highlighted), click "Delete Group".
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To move a Device from one group to another group, first select the Device in the group to remove it from, then click "Delete

Device".
Add Or Remove Devices afa | ki 0 Rieows D
Dawiz o A ik Now Device

Doeriale on BF Address

A o devion
Protocel HTTR b
-
Port O e Serves ]
R —— T b
i Userrame oak
LB of & 3er W 307V BNNGES o1 Above EFVEMILL Derot
i Pasywond
o for abeve o
Add Davice
V7057 s
Figure 39- Select Device to delete
Add Or Remove Devices Home  Add Or Remove Devices
Device GroLps + Add New Device
4. 4 Home Domain of IP Address 100118
- g E-20 Units Domain of IP Address of your ERviromux device
- 2 E3DE E0S
& onepon Protocol HTTR ¥
= conen Protocol used to communicate with device
& E-30B E11 (RevF) Port 0f Web Sarver a0
~ i E-20 Lab Room Environment Menitor Port number of web server protocol HTTP or HTTPS
- 3D P04
o 4 E30 POS Admin Username root
B .50 Units Username of 3 user with admin privileges on sbove Enviromux device
&8 E160 Units Admin Password
& E-160EL-1 (Master) Password far above uger
- E1ED 51
o 2 E16D 24V IPMI Rack
Device added successfully
&= 16D Fo2
& E-16D Server Rack Monitor
& e 1sn e Add Davice
- B8 New Goup

- s 4——  Device successfully added

Figure 40- Device moved/added to New Group

Now select the new group name to add it to (above it is "New Group"), and re-enter the IP address and additional information.
Click "Add Device". If successful, the message "Device added successfully” will appear and the Device will be listed under the
new group name.

If you do not know the IP address of the Device you want to add, you can use the included NTI Discovery Tool (page 28 ) to
identify them (provided they are all connected to the same LAN).
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To reload the configuration for a Device, rename the Device or delete the Device, you can right-click the Device in the list from the
Add Or Remove Devices menu.

Add Or Remove Devices

L& EAWED2

Reload Config
Rename Device

i Delete Device

Figure 41- Additional features from Add Devices menu

The user can access and change configuration settings for a Device by going to the My Devices menu, double-clicking the Group,
and then the Device. Accessing the Device this way will open up the list of configuration options for the Device.

My Devices
Dievice Tree
a8 Home
L BB eonunits
4 g E-2DB EOS
I £ System
|_ * Erterprise
. &8 Network
'- 28 Users
|- g8 Groups
| 8 Security
'- &8 System Info
- L8 Cascading

System Information: E-2DB EO8

System Information

Froduet E-2DB
Fimmware Version: 4.1
Uptime: 1 day, 17 hours, 50 mins
MAC Address: 00:0CE2:0E:00:08

Figure 42- System Info page for the Device
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Device Discovery Tool

In order to easily locate the Device on a network, the NTI Device Discovery Tool may be used. The Discovery Tool is available
on many of our webpages, including http://www.networktechinc.com/download/d-environment-monitor-16.html. Download the
discovery.zip, extract the contents to your PC and click on the file NTIdiscover.jar . This will open your browser and display the
Device Discovery Tool page.

Note: The Device Discovery Tool requires the Java Runtime Environment to operate.

Note: The computer using the Device Discovery Tool and the ENVIROMUX must be connected to the same physical
network in order for the Device Discovery Tool to work.

Network Technologies Inc
Device Discovery Tool

* START
o \When vou load this page, the NTI Device Discovery Applet should load. Accept the Cedificate to allow this
applet access toyour netwaork. Press the buttan entitied Detect HTI Devices to start the discovery
process. After a short tirme, the tool will display all NTI devices an your network, along with their netaork

settings.

Mote: Do not close this page while the WNTI Discovery Taaol is running. Close the WNTI Device Discovery
Application first, then this webpage.

* How To Use the Discovery Tool

o To Change A Device's Settings, within the row ofthe device whose setting you wish to change, type in a
new setting and press the Enter key or the Submit hutton on that rowe. You can also press the Submit All
hutton to subimit all chanoes at once.

o To Refresh the list of devices, press the Refresh botton.

o To Blink the LEDs of the unit, press the Blink LED button (This feature not supported on all products).
The Blink LED hutton will change to a BlinKing... button. The LEDs of the unitwill blink until the Blinking...
hutton is pressed, orthe MTI Device Discovery Application is cloged. The LEDs will automatically cease
hlinking after 2 hours.

o To Stop the LEDs of the unit blinking , press the Blinking... button. The Blinking... button will change to a
Blink LED button.

Detect NTI Devices

0%

Figure 43- Device Discovery Tool page

Use the Device Discovery Tool to display all NTI ENVIROMUX Devices on the network, along with their network settings. Follow
the instructions on the Device Discovery Tool page to use the tool and to change the Device settings if so desired.

I xd

Device MAC Address IP Address Mask Gateway
ENVIROMUX  00:40:8D:24:07:70 [65.243.248.18 285256255128 [65.243.248.1 | swmit || pinkLED |
| Submit Al | | Refresh | | Close |
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VIEW SENSORS INDIVIDUALLY

With Devices added, you can now view the sensors connected to those Devices. Select My Sensors from the side menu.

My Sensors
aﬁ. Home Search Sensors:
=c z
= Sensor Names Sensor Types Device Names
&= E-2DB E08 - -
.. & E-2DB E02 (RevG) 1. E-2DB EDS Input Voltage Internal Sensor E-2DB E08
- @ E-2DB E01 (RevG/POE) 11 E20B E08 Temperaire 1 €] click on this to see the E-2DB E08
- @8 E-2D Lab Room Envi 1t Monit i i
= A 1.2 £-20B E08 Humidity 1 details for it e
&= E-2D Po4
& Fumace Room E-2D 1.3. E-2DB ED08 Dew Point 1 External Sensor E-2DB E08
- i E-2D E04 (RevG) 2.1. E-2DB E08 ACDCLM Sensor 2-1 External Sensor E-2DB E08
- g E-208 P02
22 E-2DB E08 ACDCLM Sensor 2-3 External Sensor E-2DB E08
- g E-20B E15
& £-2D P05 23 E-2DB E08 ACDCLM Sensor 2-2 External Sensor E-2DB E08
£ E-50 Units 2.4 E-2DB E0B ACDCLM Sensor 2-4 External Sensor E-2DB E08
- g E-BDEL-1 (EO7) ) )
.. & E.5D Server Rack Monitor 1. E-2DB EOD4 Digital Input 1 Digital Inputs E-2DB EDS
- i E-50) E04 DDNS Test Unit 2. E-2DB EDS Digital Input 2 Digital Inputs E-2DB E08
-
&8 Homote E-50 1. CPU250 Win Server 2016 IP Devices E-2DB E08
& E-5D E0
= E5DAsY 1. E-MICRO EO3 IP Sensors E-2DB EO8
- gy Compressor Rm. E-5D 1.1 E-MICRO EO3 Temperature IP Sensors E-2DB E06
- i 5
& BSD 02 1.2 E-MICRO E03 Humidity IP Sensars E-2DB E08
&= E-5DB P02 (PLSD Test Unit)
== E-16D Units 1.3 E-MICRQ E03 Humidity Dew Point IP Sensors E-2DB E08
- gty E-16DEL-1 (Master) E.1 E-MICRO EO3 Temperature 1 IP Sensors E-2DB ED03
- gy E-160 51
= E.4 E-MICRO E03 Temperature 2 IP Sensors E-2DB ED8
- gy E-16D 24V IPMI Rack
& £ 16D Server Rack Monitor E.5 E-MICRO EO03 Humidity 2 IP Sensors E-2DB ED8
& OperB Test Unit E6 E-MICRO E03 Dew Point 2 IP Sensors E-2DB E08
- g E-160 48V
= D.1 E-MICRO EO03 Digital Input 1 IP Sensors E-2DB ED8
- gy E-160 E100
- i E-160 P02 D 2 E-MICRO E03 Digital Input 2 IP Sensors E-2DB E08
1. E-1W PO IP Sensors E-2DB E08
E.1 E-1W P01 Temperature 1 IP Sensors E-2DB ED8

Figure 44- Sensors being monitored

The initial list will be all of the sensors, cameras, remote IP Devices and IP Sensors (E-MICRO-TRH(P) and E-1W(P)) that are
attached to the Devices and are now being monitored by the E-MNG-SH. To see the details for a specific sensor in that list, click
on the blue text for the Sensor Name.
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Sensor values, a historical graph, and all settings for that sensor can be viewed. Settings can also be changed if desired.

E-16D 24V IPMI Rack : 1. E-16D-24V Internal Temperature ot | D ntual Soneoc  E160.22 il Tompuu

s Normal

Type: Temperature
Casingcton 1
Last alart Tena: Never

Deseription E-160-24V Internal Temperature

DeSerntiie nasmss fr e senaar

s units. F 2ot
LauERiuit Sl Seect e Unita for e sensor
Lowirst Reading 78.9 *F
Lowest Raading was at 02/21/2021 10:59:03 AM Min. Level i
\lighest Reading B9.4 °F hein, SUDpOrtEd vallse for the sensor
Highest Reading was ot 02/1872021 04:33:30 PM Mo Lewel 185
-1 ,'s Total Alast Time == Mix. supported valis for Hie sengon

Totz Marmal Time: 171 days 22 hours § minutes

Min. Non-Gritical Threshold &0
"40»0 "s'a Lot :IIIII““ X 02}‘22’]2021 012752 PM Pl Dhiesdond Deow wihich necles o noncritcal ahin condmion
8 7 ; ? Mt Non-Crifical Threshoki 100
" Mk thrashcdd above which Indicates an nor-eritcal alert conditon
M. Crlfical Threshal @

Min, thrasnodd betow which inckeates an alert conaition

Max thresnodd shove which Indicates an siert conditon

D X3 ) ) D 3 X Refresh Rate 0
@Max  CMin @Ay Thvs refresh rate ab which the sensor view s updabed
4500 *F
5, Refeesin Rl it et ¥
S Tz refrcesht cabt airail (ot wbvich Hue senson s 1 upidatied
— W e o

i /.’_’ AA/SUREEACE 3 VAL O NFTSEE 3Mhiant ham e atios heating
H000°F =

+ tioup Settings
Fa00tF
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Figure 45- Details for Internal Temperature Sensor

To quickly find a sensor, type all or part of a sensor name or Device name in the "Search Sensors" box.

5 Available
Search Sensors:l Tadel x

Device Names Sensor Types Sensor Namew
E-160EL-1 (Master} Dutput Relays 1. 160EL-1 Dutput Relay 1
E-160EL-1 (Master} IP Gevices 1. E-180 Web Demo
E-160EL-1 (Master} Tac Sensor 1. E-180EL-1 Digital Input 1 Tach Sensor (In Reserve)
E-160EL-1 (Master} Internal Sensor 1. E-180EL-1 Internal Temperature
E-18DEL-1 (Mastar} Fower Supplies 1. E-18DEL-1 Power Supply
E-18DEL-1 (Mastar} Events 1. Event #1 E-16D-M Internal Temperature
E-18DEL-1 (Mastar} SNMP Sensors 1. NAS (NDATA} System Temperature
E-18DEL-1 (Mastar} IF Cameras 1. Wanscam HWD041-1
E-18DEL-1 (Mastar} External Sensor 1.1. E-16DEL-1 STHS-99 Port 1 Temperature
E-16DEL-1 (Mastar} External Sensor 1.2, E-16DEL-1 STHS-99 Port 1 Hurnidity
E-16DEL-1 (Mastar} External Sensor 1.3. E-16DEL-1 STHS-99 Port 1 Dew_Point
E-16DEL-1 (Mastar} IF Devices 10 SPLITMUX-HE-4RT Web Derno
E-16DEL-1 (Mastar} External Sensor 10.1. E-16CEL-1 RTE Port 10 Termperatura 1
E-16DEL-1 (Mastar} External Sensor 10,2 E-160EL-1 RTE Port 10 Temperature 2 (Resenvad)
E-160EL-1 (Master) IF Devices 11. EMICRD Web Derno Unit
F-16NF] -1 (Mastrr Fyxternal Sensor 111 F-160F -1 STHSR Port 11 Temneratire

Figure 46- Use Search Sensors box

To see sensors connected to a specific Device, double-click or expand the Device in the group.
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My Sensors

Sensor Tree

2. S EIDE EDG

----- § Intemal Sensors
----- § External Sensors
----- § Digital Input

..... § IPDevices

----- § SNMP Sensors
----- @ outputRelays

----- B Power supplies
----- 4 |F Cameras

..... A Events

A Smart Alerts

----- i E-2DB PO2

..... & o0 ez

..... &= E-20B E11 (RevF)

----- A E-2D Lab Room Environment konitor
..... = E-20 P4

..... &= .20 P05

Figure 47- Sensors, relays, IP Cameras etc attached to a specific Device

If you click once on a specific sensor category, the screen format will change and show the status of all sensors in that category.

External SenSOrS E—ZDB E08 Home = Device = External Sensors
Dascription Type Value Status Action -4 Home
- B E-20 Units
& # Wi Delets
1.1 E-208 E0G Temparature 1 Tempearature Cormbo 79.1°F Normal iew Delete 5 T
1.2 E-20B E0S Humidity 1 Temperature Combo 187 % Neormnal View Delete § Intemal Sensors

. § External Sensors

1.9, E-2D8 EDG Daw Point 1 Dew Foint 32.8°F Normal VIEh T plste § E£20E 08 Temperature 1
2.1, E-2DB ED& ACDCLM Sensor 2-1 AC Voltage 0.0V Mormal View Delete § E-20BE0S Humidir 1
- § E-2DBE0S Dew Point 1
2.2 E-20B EDB ACDCLM Sensor 2-3 DC Voltage 01V Norrmal View Delete § E2DE E08 ACDCLM Sensor 2.1
2.3 E-20B ED8 ACDCLM Sensor 2-2 AT Currant 0.0 % Normal View Delete Z E SHUEEUEACDLLN Denser b2
- § E-2DBEDSACDULM Sensor2-2
2.4 E-2DB EDS ACDCLM Sensor -4 DC Current 04% Norrmial View Delete § E2DE E08 ACDCLM Sensor 2.4
.. § Digital Input
+ Add External Sensors § IPDovicas

Figure 48- External Sensors connected to specific Device

From that screen you can view each sensor, or delete it from the list.
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SETUP A DASHBOARD

Groups of sensors can be monitored in Dashboards containing rows and columns displaying the status of individual sensors.
Each of the sensors monitored on each of the Devices can be added to various Dashboards and organized in rows and columns
as necessary for easy viewing.

To get started, click the "Edit" button next to "Dashboard1".

NT ! ENVIROMUX Management Software

L vt Dashboard 1| wet | =
Home
Cashboard 1 —

Each Dashboard will be listed and
A Events selectable for independent viewing
from the Monitor menu

=‘, Devices 3
# Settings b

O Aoout »

Figure 49- Initial Monitoring Dashboard menu

This will open the window into the options available for creating new Dashboards.  With the editing window open, you can
change the name of the Dashboard, add a new Dashboard, or add a new row of monitored sensors to the layout. If you click the
Finish Edit button, the editing window will close and the configured Dashboard will remain.

Dashboard 1 T o s newvasion

=4 Add New Row

Figure 50- Dashboard options
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Click "Add New Row" to establish your first row of sensors. Clock the "X" to delete the row and all columns in it.

New Dashboard | =iis RIS

/

Delete the row

=} Add New Column

=4 Add New Row

Figure 51- How to add Columns or delete Rows

Then click the "Add New Column" to create a column in that row. Click it multiple times for multiple columns.
We recommend all columns fit in the same row side by side. To resize the columns click on the Decrease or Increase icon, as
many times as needed, and that column will resize accordingly after a short delay (see also page 35) .

‘NeW Dashboard | Il AddNewDashboard T

Column Header

=ik Add Naw Window =} Add New Column
=i Add Mew Row

Figure 52- Ready to add a sensor window

To add a sensor, in the Column Header, click the "Add New Window". A list of all sensors connected to all of the Devices will
appear, 10 at a time. Select which sensor is to be monitored in the column. You can also enter a name to associate with that
sensor. Navigate through the many sensors available.

Sensors can be viewed as individual sensors, graphs for single sensors, gauges for single sensors and much more. IP Camera
shapshots, an alerts list, or Device status can also be viewed.
Select window type and sensors to display

Wit Mae

Dueside Office

&ingle Sensor Yalue - woer v
Bevor Bersor

Single Sensor Value

Single Sensor Graph

nan Ememal

Single Sensor Card

Single Sensor Gauge

rAUlti Sensor List

Multi Sensor Graph

|P Camera SIDEEM 208 EDA Dt input 2 open J,
Alerts List me L e
Cevice Status List ] |

Figure 53- Select sensors to view
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Single Sensor
Value

Multi Sensor
List

Layout 1 &

E-16DEL-1 Internal

Temperature

I9.38 F =t iy

7532 F Iy
¥ |l |
Status: Normal maoef o il
| | !
. 7528 F; 4 f* 1
Last Updated: 2 sec. ago i
526 F| |
Sensor Sensor
Sensor Names Values Types Updateds
E-16DEL1 75.38F Internal
Internal Sensor ago
Temperature
E-16DEL-1 2982 Intemnal Sec
Internal Sensor ago 70.00 V!
Humidity
€0.00 V|
E-16DEL-1 13.94 Internal 3 sec.
Battery Violtage v Sensor ago 50.00 V|
40.00 V|
30.00 V|
20.00 V|

New Dashboard een =

Gauge

Outside Office

T540F

7538 F

@ E-18DEL-1 Internal T..

5:40 AM

"

:f'..‘. Y N

9:45 AM

Single Sensor
Graph

@ E-18DEL-1 Internal T...
@E-160EL-1 Internal H...
@E-16DEL-1 Battery Vo...

540 AM

9:45 AM

Figure 54- Multiple types of views available

8.4 V[uz
. Sensor

Card

To select one sensor, click one listed item and it will turn blue. Click "Save" to enter that in the column.

Single Sensor

E-2DB EO8 Input Voltage

8.4V

Normal
Last Updated: 4 sec. ago

Figure 55- More types of views

Sensor Sensor
Namex Values

Multi Sensor
Graph

Sensor Sensor
Statuss Types

Mo alerts

Previous Nesxt

Alerts
List

IP Address—

100118

147.0.27.197

147.0.27.207

147.0:27 208

147027 212

147.0.27.21%

192.168.1.100

192.168.3.100

192.168.3.101

Device Names
Furnace Room E-20

E-160 Server Rack
Monitor

E-20 Lab Room
Environment Monitor

E-8D Server Rack
Monitor

E-50 ED4 BDNS Test
unit:

E-2D P0G
E-160 24V IPMI Rack
E-18GEL-1 (Master}

E-160 51

Statuss

Morg

Device Status
List

Mormal

Mormal

Mormal

Mormal

Mormal

Mormal

Mormal

To select multiple sensors, there is no need to hold the shift key. Clicking one after the other keeps the sensor selected.

To deselect a sensor, click the sensor again.

Once done click "Save" to enter them in the same window.
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To quickly locate the sensor you want to display, use the Search box to enter
characters in the description to sort the available sensors and display only the

ones that include your search parameters.

To delete a window in a column, click the red "X" in
the window.

If you wish to change the order in which your
sensors are viewed, you can move a window from
one column to another. First add the column if it
doesn't already exist, "then simply drag the window
by holding the window header bar to the target
column. While dropping to the target column, that
column will show a white placeholder indicating that
the window can be dropped there.

Use the Increase button to increase the width of a
selected column.

Use the Decrease button to decrease the width of a
selected column.

Window Name

Select window type and sensors to display

Device
Names

E-20B E0&
E-2GB E08
E-2DB E08
E-20B E08
E-2GB E08
E-2GB E02
E-20E E08

E-2DB E02

E-2GB EDS

Search:

8ensor
Sensor Names Values
E-2DB E08 Input Voltage 24V
E-20B ED8 Temperature 1 HACE
E-2DE E08 Humidity 1 198%
E-20E E08 Dew Point 1 32F3F
E-20E E02 ACDCLM 0oV
Sensor 2-1
E-20B ED8 ACDCLM -1V
Sensor -3
E-20:B E08 ACDCLM 0o%
Sensor 22
E-20E E02 ACDCLM 04%
Sensor -4
E-20E E08 Cigital Input 1 Dpen
E-2DB EN8 Digital Input 2 Dpen

Search

<

Sensor
Types
Internzl
Sensors

External
Sensors

External
Sensors

External
Sensors

External
3ensors

External
Sensors

External
Sensors

External
Sensors

Cigital
Inputs

Gigital
Inputs

Previous 2 3 4 &

75 Mext

the upper right corner of

Outside Office

8.6 V

Increase width

Delete a column

Delete a window

Figure 57- Change the width of a column
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To add a new group of sensors to a separate row, Click "Add New Row" and configure the new row in the same fashion.

New Dashboard IEEED) v snereee w

E-TBOEL-T ALLM-SP4E0 Bt 4 Curart Phase & e

1.7A = = — ]

i . ___________________________________________-]

Lt Updated. 3 houts sgo

Last Updisted. 3 houts sgo

i

VEL-T ACLM-ZPARE PO A Actis Powar Bhase A

171.5 W

el

Last Updated: 3 houts ago

wiw e

SHELUEERERUUR AEREEREIL

New Row
Added

igitsl Inpat 2 NAS [NDATA) Sys

Open 37.0

P tcemal
Lastupdated & eac ago Last Updated: 8 sae, 400

-=+ A Mew Row

Click to Add New Row

Figure 58- Add a new row of sensors

To logout of the server without shutting the Server down,

click on the Root icon in the upper right corner of the screen, and

click on "Log Out". “
Message number (image right) indicates the number of alerts triggered since Admin
the last alert was viewed or acknowledged by this user

) — Edit Profile
Notice- Indication of New

Alert

Log Chut

Figure 59- Log out

There is no limit to the number of Dashboards that can be setup to organize the type of sensor data you want to see. For example,
a "Graphs" Dashboard was setup to view only the graphs from specific sensors.

When in full screen mode (see bottom of this page), scrolling the screen is not possible. Please make sure all windows fit inside
the screen to be visible on the monitor.
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O wenitar
Hine:
Oowvicn and Aert Status
‘Sengee infarmation

—— (10
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e
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Figure 60- Dashboard setup to display specific content
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The data from those graphs can also be downloaded for future reference. Click on "Download Graph Data" to download a text
file with the information you need.

Note: Downloading before the graph is loaded using HTTP API will throw an HTTP response code 204.
e Graph data will contain data for all periods in different rows.
e Avalue of -999999 indicates a value is not available.

78.00"
76.00°
T4.00*
T72.00°
70.00°
68.00 °
66.00 °
64.00°
62.00
60.00 °F

L e R e e e M

Min. @ Avg.

O\evesns

1 & » ThisPC > Downloads >

Organde »  New folder
A Name

3+ Quichaccess

| S5H Tectia Client

Symantec Clean Wipe

Xilinx_ISE_DS_Win_14.71015_1

e
@ OneDrife - Persor.

I This PC
J1 3D Obje
[ Desktop
[ Documents
- Downloads
D Music
=] Pictures
B videos
‘i Local Disk (C3)
= Local Disk (D:)

Symantec Endpoint Protection
| SearchTool v1.0.0.7

= design (\\server:

¥ Network

Date modified Type

3/9/2023 2:47 AM
4/25/2022 8:27 AM
1/11/2022 418 PM
10/10/2079 2:30 PM
7/12/2018 213 PM

File folder
File folder
File folder
File folder
File folder

Size

£ Search Downloads

Bz v [7]

Save as type: | Text Document (*xt)

~

# Hide Folders

1

Cancel |

Figure 61- Download Graph Data to text file
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Once you are finished editing a Dashboard, click "Finish Edit".

Dashboard 1 G AddNewDashsoard

=4 Add New Row

While viewing your Dashboard, to make it fill your screen, click on the small box to the right of the Edit button.  Press the "Esc"
key to return to normal viewing.

= NTI ENVIROMUX Management Software Click for full screen mode

D Monitor hd /

Dashboard 1 =zen o

Horne

Cashboard 1
A Events
=‘, Devices 3
# Settings b
O Aoout #

Figure 62- Enable full screen view
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EVENTS MENU

The E-MNG-SH can provide information on alerts generated by the devices it is monitoring, and will provide that information in
three different forms.

Events Log will provide a list of events that have occurred for

each device/sensor the E-MNG-SH is monitoring. — NT' ENVIROMUX Management Software
Reports, once configured, will contain event information on 0 ori
selected sensors, devices (and all sensors connected to e ; Home AddNew Dashboard
those devices), or markers assigned to configured maps. The : B e
information the reports (pdf format) will provide includes 5 e i -
1) sensor or device summary, 2) the combined number of L (e : Tea e
alerts that have been generated by each selected u : B | it Addoss
sensors/device’s sensors/markers in the maps and 3) the : Triggers u -
combined length of time each of those devices/sensors/ Y o : 10.0.1.16
markers were in alert. The frequency of reports and the data = ““*°"™ -
present in reports can be configured by "Triggers" and " Reports m 100197
"Actions" respectively. u pE
P y " Recordings a 147027197
|
Recordings are a collection of IPCAM snapshot recordings »E Be:m;s' EEEm : bl 147.0.27 207
that have been saved as configured in each sensor alert that fRas Y s
is set to provide a snapshot recording from a connected , e
IPCAM n Settings » o
. 147.0.27.212
@ ~bou ’ 147.0.27.218
192 168.1.100

1492 1RR T 10N

Figure 63- Events Menu

Events Log

The Events Logs is where Sensor Events, Smart Alerts and Alert messages are individually recorded. The time of each event, the
type of event and the source of each event are recorded.

Alert logs are recorded in red font.
When the alert is Acknowledged or Dismissed, the alert will show up in the Events Log along with the name of the user.

From the link in the message, you can click and go directly to the sensor to see its current state.

Events Log Mome  Erental

T Evart Typa Massae

Figure 64- Events Log

If a sensor is in alert, you can directly connect to it and Acknowledge or Dismiss the alert.
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E-5D E0Z : 1. E-5D E0Z Tach Sensor

Overview

status: Alarm
Type Tach
Connector: 1
Last Alert Tirme: 0242372021 11:46:30 AM
Last Alert Value: 0.0 HZ
Lowest Reading: 0.0 HZ
Lowest Reading was at 02/10/2021 03:06:12 PM
Highest Reading: 0.0 HZ
Highest Reading was at: 02710/2021 03:06:12 PM
Total Alert Time: 0 minutes 28 seconds
Total Mormal Time: 12 days 19 hours 46 minutes
Last Updated: 02/23/2021 11:46:52 AM

1 OZ.J 27"?‘!53.0

Handle Alart
Optional Message

Acknowiecge | Dismiss |
Disabla All Alerts for Daviea Clear Records Clear Graph

Figure 65- Connect directly to acknowledge or dismiss alert

Whether the Event is viewed on the Events Log page, or from a Dashboard displaying the event, you can click on the sensor in
the image and address the event directly.

You can click on the alert to Acknowledge/Dismiss the alert directly from Dashboard.

Sensor Information e

E-16D-24¥ Quitdoor Posch Tempearature 1€ {STHS-0) Remote S0 STHE-LSH Port | Uppar Level Tamparatura

Remote 5D STHS-LSH Port 1 Upper Level sanor Sanece Sansor Davica
Hamss values Staluss Tpas N Last Updatecs
Temperature A0 EO2 Tuch Sensor anH: Alatm Tocfensas  E&DFO2 5 i g

74.0 °F — -

Normal IF AdCress Davica Names Haluss
Last Updated: 14 sec. ago 100116 Futtiaon Raaim E-20 Nostmal

1 (i E-20 Lab Room Environment Mantor Moimnal

E-2DB EO8 Input Voltage

10Nz E-GD ED4 DONS Tast Unit Moimnal
14702718 E2D POS Motrmal
-

E-50 Sarver Fack Monitar Normal

182.169.1.100 £-160 24V 1PMI rack Normal

Normal 192,168,300 E1GDEL (Master) Normal

E160.24V 0 et Humidity 16 (STHSD) Last Updated: 1 sec. ago A s e
2 E160 PO2 Noemal

EAD 4BV Nutrmal

Figure 66- View and connect directly with sensor through the Dashboard
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When you click on the alert from the Dashboard, a pop-up will display providing the option to acknowledge or dismiss it.

[™] Al |

Acknewledge/Dismiss Alert

E-16D-24Y Internal Temperatura

-Optmnal Message

Lancel Acknowledge m

Figure 67- Acknowledge or Dismiss alert pop-up

If, at some point, you want to remove all the listed event log entries and start from scratch, you can click on "Clear All Entries" and
let the list start over. If you want to save the logs for future reference, click "Download All Entries" first and save the file to a .txt
file somewhere on your computer. This file is tab delimited with the first row having column names. Please note messages are in
HTML format. You can use this file to filter by devices or sensors.

03/09/2023 08:24:50 AM Alert Sensor 16.1.E-16DEL-1 IMD-CM Port 16 Motion went into Alert on device E-16DEL-1 (Master)

Showing 1 to 30 of 7463 entries Previous o || = | 240 | Nest

Clear All Entries Download All Entries

Figure 68- Clear or Download Event Log Entries

[« *
+ & WPC 2 Dowrioeds v & O SearchDownlosds
Crgmmze = Newicider B @
2 teme Tpe Size
# Chick scoess.
L + 55H Bectia Cherit Eile folder
% Doalieivy - Panor iy | Symares Clean Wipe File folder
0 This BC & m.ﬁ‘.u‘.“,‘;?,m‘s,l File foider
| Symarec Endpaint Protection 10904 LHPM File folder
0 . | Sewchlool v1.00.7 TS 213 PM File foldes
X
i ol E==N

Figure 69- Save Event Log as text file
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Reports

Reports will contain event information on selected sensors and devices individually or in groups as they are assigned to Devices,

or markers assigned to configured maps.

have Reports generated.

First click on "Actions" in the Events menu.

your new Action will appear in the list to the left.

Once the Action is listed, click on "Edit" to configure it.

IMUX Management Software

Action Settings

Click here to
edit

First you must configure the Actions to be reported on and Triggers for how often to

Apply a name to the Action you will create. Then click on "Add New Action" and

Apply a name

Mame Artion Type Eniity Triggers Enahled Edit
Action Name
Generat Rapon & Emal E-1EDEL-1 (Maser) Yeu E Deieie ST
Cenerate Repont & Ema E-160-24V Ouadoor Porch Temperature 14 (STOY A Yes E Deste
a Repont Generate Resort & Emal Server Rack Yes D
Figure 70- Action List
Edit Action: Sample Report :
P P | This Hour
Edit Action
Last Run Time: DS This Da}‘
. Soon Bt This Week
Action Enable Thls MDnth
5 enEnie s Beton This Quarter
Action Typs Generate Repott & Emad This Year ~
Hebet what action r: Last Hour
Report Poriod sty Last Day -
The pericd for which ko generabe report. Recor WWeek siarts on Surday "
Last Week
Report Data Type Do | Sensor Last Month ’
SeieCt Ihe tyDe Of Cata 1N re0orT SHould have
Setect Deviee FMM ap Markers | Last Quarter
Search: Last Year
Device Name$ f IP Address$ Parent Group Names Last X Hours
- Davice E-160 Linias Last X Da}as
a Devics 132,16 E-2D Urits Last X Weeks
a Device 1971683 232 E-20 Uinats Last X Months
. Device 1921683223 Rl Uels Last X Quarters
- . Deavica 147.0 27 207 E-20 Units
- DEVICes that < i B E-5D Units LaSt x Years
= can be — Custom Times
- selected. £-£0 Unis
- E-160 Unas
a E-160 Units
\~ e ()25 || s
Select Triggers that activate this Actdon
Search:
Trigger Namas Trigger Frequencys Next Trigger Times Ennblads
Hample Trigger Fepeat Daily Yes
Repeat Weeldy Yo
Repeat Daly Yes
Rapeat Weeidy 01312022 1. Yas

Figure 71- Action Options
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Be sure to enable the "Action Enable" block. Otherwise reports will not be generated.

For Action Type, select from the drop down list.. | Generate Report ~

Generate Report
Generate Report & Email
Operate Relay

Send Email

Send SMS

Record IP Camera

Digital Inputs power cycle

Figure 72-More Action Options

Generate Reports & Email

If you select "Generate Report & Email” then all users with "Email Alerts" selected (Figure 27) will receive reports via email. Select
"Generate Report" to have generated reports saved in the Report List (page 53).

The Report Period is the data in the time period that reports should include. A long list of time periods is available to select from.
The Report can include a summary of sensors or devices, alerts from multiple specific sensors, alerts from all sensors that are
connected to specific devices (E-xD units) or alerts from sensors identified with markers placed in a single configured map.

Available selections will adjust depending upon what Report Data Type you select. Multiple sensors, devices or markers can be
selected and reported in a single report.

Edit Action: Outdoor Porch Sensor Report e

Senscn Naemat - [ Samnon Typet

St Trgors et vty e Action

Trigpes Narwark Tiarper Frooessiy® Waat Trigges Timmes [a—

| A

Figure 73- Reports can show multiple devices, sensors or markers
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Operate Relay

When "Operate Relay" is selected, all relays found on the ENVIROMUX's monitored by the Management Software will be listed.
One or more relays can be selected. For Output Relay Status, select the status the relay should switch to once an Action is
Triggered

Edit Action: Weekly Alerts Report

Edit Achon |

Last Run Time: 1022723 12:00:02 AM

Actlon Name Weekly Alerls Repon

Enter name for refered

{Opoanal}

Action Enable

Selact to enable this action

Action Type Oparate Relay w

Select what action to take

Select Output Relays
Search:
Sensor Names Device Names Current Values Sensor Categorys
Siren & Beacon E-20} Lab Roam Emargnment Manitor Inactive Cutput Relays
Qutput Relay #1 E-20 POS Inachve Cutput Relays
Emedgency UPS Shidown E-SD Serves Rack Monitor Inactve Oulpul Redays
Auto Diaher Call For Server Room Smoke E-5D Server Rack Monitor Inactive Outpul Redays
Server 1 Power Relay E-160 Server Rack Monitor Power On Extermal Sensors
Computer Lab Emengency UPS Shuldown E-160 Sarver Rack Monitor Inachve Cutput Retays
Auto Dialer Call for Computer Lab Smoke E-160 Senver Rack Monitor Inactive Output Relays
Auto Dialer Call for Equipment Lab 1 Smoke E-16D Server Rack Monitor Inactve Cutpul Retays
Auto Dialer Call for Equipment Lab 2 Smoks E-16D Server Rack Monitor Inactive Outpul Refays
Qutput Relay Status Acterin *
Select the status 1o change the Output Relay 1
Select Triggers that activate this Action
Search:
Trigger Names Trigger Frequencys Next Trigger Times Enableds
Weekly Traggper Repest Weakly Yes
test Repoeat Hourty Yos
Sample Trigger Unknown = Yes

Figure 74- Action Type "Output Relay"
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Send Email

When "Send Email" is selected, a text box is presented to enter email message to be sent to all registered users of the
Management Software with email alerts enabled. The message can be either plain text or a template and can include a variety of
template variables to make it easy to identify the Trigger source, device information etc. Available template variables are listed

below.

Variable Description

%triggered_sens_val%

Sensor Value

%triggered_sens_name%

Sensor Name

%triggered_sens_cat_name%

Sensor Category Name

%triggered_sens_pos%

Sensor Position within the Sensor Category

%triggered_dev_name%

Device Name corresponding to sensor triggered

%triggered_dev_loc%

Device Location corresponding to sensor triggered (Available for E-xD only)

%triggered_dev_branch%

Device Branch corresponding to sensor triggered (Available for E-xD only)

%triggered_dev_rack%

Device Rack corresponding to sensor triggered (Available for E-xD only)

%triggered_dev_phone%

Contact Phone Number of Device corresponding to sensor triggered (Available for E-xD
only)

%triggered_dev_email%

Contact Email of device corresponding to sensor triggered (Available for E-xD only)

%triggered_dev_mac%

Device MAC address corresponding to sensor triggered

%triggered_dev_ip%

Device IP Address corresponding to sensor triggered

%triggered_dev_model%

Device Model corresponding to sensor triggered

%current_date_time%

Current Date and Time

%sensor_name_<ID>%

Sensor Name of a specific sensor identified by its EMNG Sensor ID.
Example %sensor_name_23%

%sensor_val_<ID>%

Sensor Value of a specific sensor identified by its EMNG Sensor ID.
Example %sensor_val_23%.

EMNG Sensor ID is available on each sensors page within the Management Software
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Please note all triggered_* template variables work only if the Trigger Logic is OR. If the logic for Trigger is something else (like
AND) then multiple sensors combine to activate a Trigger and no single sensor can be provided for the template. In such case
triggered_* variables will be replaced by a "- “.

Example message: %triggered_sens_name% went into alert on device %triggerred_dev_name% . Contact
%triggered_dev_phone% to resolve .

An Email Subject can also be entered.

Edit Action: Weekly Alerts Report

Edil Action
Last Run Time: V22123 12.00:02 AM
Action Name Weekly Alerts Repon
Entes narme for neference (Optanal)
Action Enable

Satect to enable this action

Action Type Send Email
Sehect what action to take

Message to send

Binggered_dev_name®, ttnggencd dev_loct
ggered_dev_serial%, %inggered_d

Emall Subject -

Enfer the Email Subject to use

Select Triggers that activate this Action

Search:
Trigger Names Trigger Frequencys Next Trigger Times Enableds
Woekly Trgger Ropeat Weekly 1223 12.00.00 AM Yas
test Repeat Hourty 12623 12.00-00 PM Yas
Yas

Sample Troger Uinknown

Save Action

Figure 75- Action Type "Send Email"

Send SMS

Selecting "Send SMS" will have the same message format options as "Send Email" except for the "Email Subject" option. All
users with configured phone numbers will receive a message when the action is initiated.

Note: Please restrict the SMS length to be under the limit provided by your SMS provider.
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Record IP Camera

When "Record IP Camera" is selected, the user is provided with a list of IP cameras that are monitored by the connected
ENVIROMUX's. Any of these can be selected to record video as the action taken. The length of time of the recording can be
selected from 5 seconds to up to 10 minutes.

Edit Action: Weekly Alerts Report

Edit Achon

Last Run Time: VI3 120002 AM
Action Name ‘Waeakly Alprts Report
Enter name for reference (Optonal)
Actien Enable
Select to enabis thes actior
Action Type Record |P Camara =
Select what Acton ko ks

Select [P Cameras

Search:
IP Camera Names Device Names Camera IP% URL Types
Adrport E-2D Lab Room Enveronmant Monitos IPEG
Airpor E-160 Server Rack Monitor JPEG
Airport E-50 Sarver Rack Monitor IPEG
Adrpodt Server Rack E-1W 67204 14829 JPEG
Harbor E-20 P05 70.88.102 254 JPEG
Aurpo Sefver Rack E-MICRO 67.204.140.29 JPEG
Length of time to record IP Camera 5 Sec < . 5 Set o
Sekect how kong 1o record this (P camera on slert. Apphes only 1o P cameras with JPEG URL types |
Select Triggers that activate this Action I
Search;
Trigger Names Trigger Frequencys Next Trigger Times 1 D S Ec
Weokty Trigger Repoal Wikt 0 1 5 S El:

L Repeat Houth

_ 30 Sec
. B - 1 Min
2 Min
d 5Min

Samplo Triggor Urnikriowr

Figure 76-Action Type "Record IP Camera"
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Digital Inputs Power Cycle

When "Digital Inputs power cycle" is selected, a list of all digital inputs being monitored by the ENVIROMUX's will be presented.
Any of these can be selected to be power cycled by the ENVIROMUX when a trigger occurs.

Edit Action: Weekly Alerts Report

[Edil Action

Last Run Time: 1V22/23 12°00°02 AM

Action Name Waekly Alerts Report

Action Enable
Action Type o
wtia V10
Select Digital Inputs to power cycle
Search:
Sensor Names Device Names Current Values Sensor Categorys
Lab Smoke Detoctor E-20 Lab Room Emaronmeant Monitor Opon Drigital Inputs
Lab Main Door E.20 Lab Room Emvironment Monitos Closed Drgital Inguts
Lab Equipment Door E-20 Lab Room Emvironmant Monitor
Lab Jedector E-20 Lab Room Environment Monitor Closed
E ) Digital Input 1 E-2D P05 No Alert Drgital Inputs
Server Room Smoke Detector S0 Server Rack Monitor Opan Dhgital
Saerver Rack Waler Sens ser Rack Monitor Cpen Dhgital Inputs
Server Room Motion Deb E- Server Reck Maonitor Closed Drgital Inputs
Servet Hoom Doos Rack Maonitor Closed Dugital Inputs

Server Rack Door E-50 Server Rack Monitor Dagital Inpuls
Select Triggers that activate this Action
Zearch:
Trigger Names Trigger Frequencys Next Trigger Times Enablads
Weekly Trigger Repast Waekly 1072623 12.00:00 AM Yas
tast Repeat Hourly 10/26/23 12 00:00 PM Yos
Sample Trgger Linkrniown Yos

Figure 77-Action Type "Digital Inputs power cycle"

Once Triggers have been set up, they will appear in the list. Triggers determine how often the Action will be initiated and when.
Either select an existing Trigger to cause the Action to occur, or configure a new Trigger first (on the next page).

Be sure to click "Save Action" to retain your changes. To test the result of the action, click "Run Action Now". If the Action
selected is a Report, then the Report generated by that action will appear under Reports, and if you have selected it, each user
with Email Alerts enabled will also receive a pdf copy of the report. If the Action Type is any other (Operate Relay, Record IP
Camera, Digital Inputs power cycle) then watch for the appropriate Action to be executed.
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Triggers

Triggers determine when and how often a particular Action will be executed. For example, a Trigger for Report generation Action
determines when and how often a Report gets generated. The same Trigger can be used repeatedly for as many Actions as

needed.

Click "Triggers" in the Events menu. Apply a name to the Trigger you will create. Then click on "Add New Trigger" and your new

Trigger will appear in the list to the left.

Once the Trigger is listed, click on "Edit" to configure it.

= NT' ENVIROMUX Management Software

[ Monitor

Trigger Settings

A Events -
Events Log

Name Last Trigger Time
Triggers
A Sample Trigger 01/24/2022 09:00.01 AM

ctions -

Reports Sensor Trigger 01/2012022 12:00:01 AM
Recordings Map Trigger 01/24/2022 12:00:04 PM
&= pevices . Map 2 Trigger 01/24/2022 12:00-03 AM
* Seftings »
@ Ao v

Edit Trigger: Sample Trigger

Edit Tngger

10/26/23 09:38:14 AM

Last Trigger Time:
Next Trigger Time: =

Trigger Name

Next Trigger Time
01/25/2022 09:00:00 AM Yes
01/27/2022 12:00.00 AM Yes
01/252022 12:00:00 PM Yes
01/31/2022 12.00:00 AM Yes

Figure 78- Trigger List

Sample Trigger

Enter name for reference (Optional)

Trigger Enable

Select to enable this trigger

Trigger Type

The source of your Trigger

Trigger Frequency Once

Specify how often this trigger shouN repeatedly activate

Time Schedule

ich activates this Tri

Select date and time of trigger |

Enabled

Edit

Edit Delete

Edit Delete

Edit Delete

Edit Delete

ed on conditions

9 Admin

Home = Tngger Settings

Available Tnggers Add New Trigger

Trigger Name Name

Enter name for reference

Add New Trigger

Repeat Weekly

CUnce

Repeat Hourly
Repeat Daily
Repeat Monthly
Repeat Quarterly
Repeat Yearly

Select trigger date and time

Sensors
Save Trigger

ﬁme Schedule

Time Schedule

Figure 79- Trigger Options for Time Schedule Type Trigger
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If the Trigger had been previously setup, the last trigger time and next trigger time will be indicated.

The name given to the Trigger will be displayed and can be changed.

A checkbox to enable the Trigger is provided so that it can be used.

Choose the type of trigger that will be used, one based on a Time Schedule, or one caused by the status of a sensor.

If Trigger Type is set as Time Schedule select the Trigger Frequency from a list of options. Depending upon what Trigger
Frequency is selected, the option for fine tuning the frequency will change. (See next page)

g Erequency |_Once Trigger Frequency Repeat Hourly
Specify how often this trigger shoul Specify how often this trigger should repeatedly activate
Select date and time of trigger 01/31/2022 12:00:00 AM Select Minute 48

Select trigger date and time
Select minute of the hour at which this triggers

: Repeat Dall
Trigger Frequency p ¥ Trigger Frequency Repeat Monthly

ify h is trig ) y activat - x :
SPecily. e orten this Tigger ol Tepeaiedly acivaie Specify how often this trigger should repeatedly activate

Select Hour | 12AM Select day of manth | 4

Select hour of the day at which this triggers Select day of the month at which this trigoers

Figure 80- Option detail for Trigger Frequency
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When the trigger type is set as "Sensors" (see Figure 81, the options change to sensors that are being monitored by the E-MNG-

SH).

In "Select Sensor Type", choose the type of sensor (from the drop down list) to filter the selections in the list below.

Edit Trigger: Sample Trigger

Edit Trgger

Last Trigger Time:
Next Trigger Time:

Trigger Name

Trigger Enable

Trigger Type

Select Sensor Type

Select Sensors

b= Sensor Names

1.1 Lab Temperature

21 Lab Humidity

3.1 Lab Dew Point

4.1 Lab Rack Main Voltage
5.1 Lab Rack UPS Voltage
6.1 Lab Rack Main Frequency
Tiq Lab Rack UPS Fraquency
8.2 Lab Smoke Detector

102 Lab Main Door

11_2 Lab Equipment Door

Select the sensors that can actiate this Tngger

Logical Function

Sensors Trigger Independently

| Any Sensor/Event/Smari-Alert in Alert

Any Sensor/Event/Smart-Alert in Alert = |

Temperature
Humidity
Power

Voltage

Current

Digital Input
Power Supply
IP Device

Light

Noise Level

Air Velocity
Dust
Frequency
Phase Angle
Power Factor
Apparent Power
Reactive Power
Length
Continuity

1V26723 0938 14 AM

Sample Trigger

Enter name for reference (Optional}

Select o enable tus tngger

Sensors

The source of your Tngger which activales

Any Sensor/Event/Smart-Alert in Alert

Select the type of sensor to use in this Trigger

v

Search:

Device Name=

E-2D Lab Room Environment Monifor
E-2D Lab Room Environment Monitor
E-20 Lab Room Environment Monitor
E-2D Lab Room Environment Monitor
E-2D Lab Room Environment Monitor
E-2D Lab Room Environment Monitor
E-20 Lab Room Environment Monitor
E-2D Lab Room Environment Monifor
E-2D Lab Room Environment Monifor

E-2D Lab Room Environmaent Monitor

N ERERE

Sensor Values

224°C

258%

353°F

1Mo4v

nsav

60.2 Hz

60.2 Hz

No Smoke

Closed

Closed

5 20 Next

Sensor Categorys
Extermnal Sensors
Extornal Sensors
External Sensors
External Sensors
Extarnal Sensors
External Sensors
External Sensors
Digital Inputs
Digital Inputs

Digital Inputs

—

OR

I multiphe Sersors are selected foe this Trigger, select the Logical Function how they combine to activate this Trigger

return to Normal

Figure 81- Trigger set as Sensor Trigger Type

OR v

AND
XOR
NOR
NAND

If Sensor Type selected is “Any Sensor/Event/Smart-Alert in Alert” then appropriate Sensor has to go into Alert (applicable for
E-2D/5D/16D only) or appropriate Event/Smart Alert has to go into Alert on the device depending on threshold settings set on the
device. If Sensor Type selected is any particular Sensor Type depending on availability on E-xD/E-MICRO-TRH(P)/E-1W then you
can set the threshold for this directly in the Management Software. Please note there is no Trigger Delay setting available yet. So
for sensors generating inaccurate values, we recommend setting the threshold in the Device.
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With the sensor type selected, an option will be presented to either apply the minimum or maximum value from that sensor that
will trigger the action when the sensor has a range of reported values, or an on/off value to trigger the action when the sensor
type is a contact sensor type.

D% Sensor Names Device Name% Sensor Values Sensor Categorys
251 Lab Humidity E-2D Lab Room Environment Monitor 40.7 % External Sensors
251 E-2D P05 Port 1 Humidity E-2D P05 336% External Sensors
340 Internal Humidity E-5D Server Rack Monitor 16.9 % Internal Sensors
361 Server Room Humidity E-5D Server Rack Monitor 403 % External Sensors
39 1 Server Rack Humidity E-5D Server Rack Monitor 280 % External Sensors
790 Internal Humidity E-16D Server Rack Monitor 272 % Internal Sensors
82 1 Office Humidity E-16D Server Rack Monitor 34T % External Sensors
84 1 Computer Lab Humidity E-18D Server Rack Monitor 356 % External Sensors
86_1 Server Rack Humidity E-16D Server Rack Monitor 38.4 % External Sensors
881 Equipment Lab 1 Humidity E-18D Server Rack Monitor 2719% External Sensors

Previous n 2 Next
Select the sensors that can activate this Trigger

Note: For Sensor Trigger Reactivation with multiple sensors, Trigger gets Reactivated only if all sensors returned to Normal, prior to Reactivation

Logical Function OR

If multiple Sensors are selected for this Trigger, select the Logical Function how they combine to activate this Trigger

Trigger Minimum Value -99999

Value of sensor below which this Trigger gets activated

Trigger Maximum Value et

Value of sensor-above which this Trigger gets activated

Save Trigger

Figure 82- Sensor Type Selected with a Range of Values

Select Sensors

Search:

ID# Sensor Names Device Name3 Sensor Values Sensor Category®
L Lab Smoke Detecior E-20 Lab Room Environment Monitor Open Digital Inputs
102 Lab Main Door E-2D Lab Room Environment Monitor Closed Digital Inpuis

: b i Lab Equipment Door E-20 Lab Room Enviranment Monitor Closed Digital Inputs
12_2 Lab Motion Detector E-20 Lab Room Environment Monitor Closed Digital Inputs

46 2 Server Rack Water Sansor E-5D Saerver Rack Monitor Open Digital Inpuis.
a2 Server Room Mation Datector 50 Server Rack Monitor Closed Digital Inputs

48 2 Server Room Door E-50 Server Rack Monitor Closed Digital Inputs
811 Computer Lab Water Sensor E-16D Server Rack Monitor No Water Detocted Extarmal Sensors
85 1 Equipment Lab 2 Waler Sensor E-180 Server Rack Monilor No Waler Datecled Extarmal Sensors
128_2 Equipment Lab 1 Smoke Datector E-160 Sarver Rack Monitor No Smoke Deteclad Digital Inputs

Selact the sensars that can activate this Trigner
Mote' For Sensor Trigger Reactivation with multiple sensor, Trigger gets Reactivated ondy if all sensars retumed to Normal| prior to Reactivation

Logical Function OR
It mulbple Sensors are selected for this Trgger, select the Logical Function how they combsne lo aclivale this Tngger

Trigger Value Closed/On )

WVabue of sensor at whach this Trigger gets actvated

Figure 83- Selected Sensor Type is Digital Input
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With either type of sensor selected, more than one sensor in the list can be selected to trigger the action.  With more than one is
selected, a Logical Function should be selected to control how the sensor values will impact the trigger. Select between OR,
AND, XOR, NOR and NAND logical functions.

OR - a status change in any selected senor will trigger the action

AND- a trigger will occur only if all selected sensors have a status change

XOR- a trigger will occur if one selected sensor has a status change, but not more than one sensor

NOR- a trigger will occur only if more than one selected sensor has a status change

NAND- a trigger will occur if only one sensor has a status change, or if no sensor has a status change, but it will
not occur is more than one sensor has a status change.

Be sure to click "Save Trigger" to retain your changes.

If the Logical Function for the Trigger is OR (see Figure 81), there is another option of “Sensors Trigger Independently”. Enable
this setting if you like the sensors to Trigger when each and any sensor crosses threshold every time. In this case the Trigger
does NOT wait for all sensors to return to normal. If this setting is disabled, the Trigger waits for all sensors to return to Normal to
reactivate the trigger for any new sensor alert

With Triggers and Actions setup, Reports will be generated and added to the Report List.

Report List

Figure 84- Reports list

With a report in the list, you can click "View" to see the content immediately, click "Download" to save it for viewing later, or click
"Delete" if you don’t want it in the list any longer.

The sensor report will provide (for one or more sensors) 1) a graph containing minimum, maximum and average sensor values, 2)
a bar chart indicating the total number of alerts generated by a sensor and 3) the total length of time that sensor was in alert. The
graph will contain data for the time period setup in the Report Period under Actions (page 42).

Maps and device reports provide an alert details summary and its trends (see image on next page). A maximum of 800 reports
will be stored before the software automatically deletes the oldest reports.

E-16D-24V Outdoor Porch Temperature 14 (STO)/ A 6 Months

.Max_ Value Min. Value Avg. Value

- 1 A
SR b f Vi e
i I

v

n
Y
I

"
w
o
-
1
e
—
-

Figure 85- Report graph of an individual sensor
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E-16D Server Rack Monitor Alerts Count Trend
192 35 185 &0 19 0 3 0
168
144
120
26
72
43

24

E-16D Server Rack Monitor Alerts Time Trend
20042.4 mins 463.0 8108.0 20042.0 6020.0 0.0 430.0 1333.0
17537.1 mins
15031.8 mins
12526.5 mins
10021.2 mins
7515.9 mins
5010.6 mins

2505.3 mins

0.0 mins

Figure 86- Report showing sensor alert trends
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Current Value: 68.9 °F

Status: Normal

Device Name: E-16D 24V IPMI Rack
Last Alert Time: Never

Last Alert: -

Overall Lowest Reading: -6.2 °F

Lowest Reading Time: 01/22/2022 05:03:23 AM

Overall Highest Reading: 939 °F

Highest Reading Time: 06/29/2021 02:34:22 PM
Total Alert Time: --

Total Normal Time: 1 year 5 months 23 days
Last Update: 08/25/2022 12:00:03 AM

Figure 87- Report summary data for a sensor

Sounds

The E-MNG-SH will let you know when an sensor or device is in alert with a sound that can be heard over any speaker connected
to the computer where the E-MNG-SH is being monitored. Alert warning sounds will be heard when the user is at any dashboard
page that has alerts or device status windows and will sound every 120 seconds until the alert is cleared or acknowledged.

Warning sounds will not be heard if you are on the home page of the E-MNG-SH or if "Sound Alerts" is disabled in the User
Setting page.

If the user has NOT used a dashboard page upon opening the tab, (for example NOT clicking or NOT scrolling on this page,) the
browser may not play the alert sound. This is because of a browser restriction to prevent auto sound playback on auto-opened
pages. Click on "Enable Alert Sound" that shows up on the dashboard page when this happens and sound alert will auto play
going forward on this page.
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Recordings

Recordings are snapshot recordings from selected IPCAMs when a sensor goes into alert. The IPCAM and the length of time it
will record will be selected under critical alert settings for that sensor (below). Recordings are collections of snapshots from the
camera, taken as frequently as the refresh rate for the camera is set for.

Disable Alerts

Blart Delny W Ses s
Notify Again Time & Hr >
Motify on rerwm 1o normal

T8 G
Auto acknowlsdge

g A ai sta

Enabile Syslog Alorts

Sacvs 2bot
Enable SNMP Traps

e
Enable E-mail Alerts
Email Subject

Select IP Comera

Attach IP camera capture to e.mail

Save image to USH

Langth of time 1o record this IF camera

Enable SMS5 Alens

Send custom SMS

Customized SMS

Enable Siren

Enable Beacon

Associated Output Relay

Output Relay status on alert

Outpust Relay status on motum from alor nackve

Figure 88- User settings to enable Recording

To see your recordings, click on "Recordings" in the Events menu. The camera the recording came from and time it was recorded
will be in the bottom left corner of the recording. To delete a recording, click "Delete" in the bottom right corner of the recording
image. Up to 1000 recordings will be stored before the software automatically deletes the oldest recording.

Recording List

Recarding List

Label shows where the Figure 89- Recording list
video was captured from
and when
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THE ABOUT MENU

The About menu includes tools for viewing the firmware version you are using and any details about it, as well as providing a link
the this manual and a link to a contacts page should you need to contact NTI.  Lastly it provides a link to the firmware downloads
page where you can get access to the most current version of the E-MNG-SH program.

O oo -

About ENYIRDMLUX
Management Software

User Manual
Cowvnloads

Contact NTI

Figure 90- About menu

N'n Tromowors e About ENVIROMUX Management Software

INCORPORATED networktechme.com ¥ | Beach NTI

Install ID: A3D539DCFE6CEODA452CA2113209F8FB

» Contact Us Install Type: Service
Ll aining Address Talk to o lhup aget Startup Time: 03/07/2023 07:48:43 AM
A o MNaorE Tl o Inc T License: Activated : E-MNG-SH. License lock acquired till 02 May 2023
1275 Dannor O, S—
; | calow Version: 1.2.7.0
Contact Lis Aurors, OH 44202 " Phane avaiabis I 5
s Phene satsdle Install Date: 12/08/2020 02:15:23 PM
NTT Nesas Installed On: CPU276-PC.DOM2:80
Customers Plonaand Fay s Log Level: DEBUG

Toll Free (US and Canada): 1-0 =

Art Y.

Meet Dur Staff Warldwide: 1-330-562-7070 Architecture: x64
Fau: 1-330-562-1969 Language: English

Commitmant tn

Enwlranmant
by
Produtt Consulants! an

You have the latest version

Media Melation:

Hours ot Oparatian
9:00 3.m. to 5:30 p.m, E5T
Monday through Friday

End User License Agreement

Send Us a Message
Hetwork Technologies Incorporated CHTID
ENVIROMUX Management Software Software
End User License Agreement
You, as the Customer, agree os follows:
1. DEFINITIONS
1.1 “application software™ shall mean the ENVIRDMUX Management Software software

portion of the Licensed Software, in

i e MR T L R e S e e

From the "About ENVIROMUX Management Software" page you can also, at a glance, see if another more current version of the
software is available, without having to actually leave the program and go to the Downloads page.
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SHUT DOWN E-MNG-SH SERVER

The following applies only if the software is installed as a User Application.

To shut down the E-MNG-SH completely, left click the tray icon in the bottom right corner of your desktop.

1. left click tray

icon Customize...

i o 131 AM
- [l Lim B
g | % Iﬂ " ! 2/23/201

Figure 91- Click on Tray icon

Then right click the E-MNG-SH icon, and select Exit.

Home RL

Logs Folder
Database Folder

\ Exit

— Customize...

2. right click
program icon

3. click "Exit"

10:29 AM

AL DI taet

Figure 92- Exit the program

If the software is installed as a Service, the following applies.

Please open the Services application on your PC and navigate to "NTI ENVIROMUX Management Software" entry.
Right click on Shutdown or Restart as desired.

The opening and closing Tray Icon Application does not have any effect on the status of the Service in case of a "Service" Install.
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OTHER TYPE DEVICES

The E-MNG-SH can be accessed from any network-connected computers/smartphone/tablet (provided the

computer/smartphone/tablet has access to the Server the E-MNG-SH is on).

11:39 AM  Wed Mar 3 T 3% )
< M aA 192.168.3.12 e M +
= WMNT{ ENVIROMUX Management Software Admin
=
A IP Address~ Device Name$ Statuss
- 10.0.1.16 Furnace Room E-2D Normal
[}

147.0.27.197 E-16D Server Rack Monitor Normal
¢ 147.0.27.207 E-2D Lab Room Environment Monitor Normal
o 147.0.27.208 E-5D Server Rack Monitor Normal
147.0.27.212 E-5D E04 DDNS Test Unit Normal
147.0.27.218 E-2D P05 Normal
192.168.1.100 E-16D 24V IPMI Rack Normal
192.168.3.100 E-16DEL-1 (Master) Normal
192.168.3.101 E-16D 51 MNormal
192.168.3.200 E-16D P02 Normal
192.168.3.217 E-5D-48V MNormal
192.168.3.221 E-2DB P02 Normal
192.168.3.222 E-2DE12 Normal
192.168.3.223 E-2DB E11 (RevF) Normal
192.168.3.225 E-5D EO2 Normal
192.168.3.227 E-2D P04 MNormal
192.168.3.80 E-16D E100 Normal
192.168.3.81 E-5DEL-1 (E07) Mormal
192.168.3.82 E-2DB E08 Normal
192.168.3.83 E-5D EO1 Normal
98.27.170.240 Remote E-5D Polling Failed
Sensor
Name~ Sensor Status® Last Updateds

Figure 93- Screenshot from an iPad
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A a7 % 3 & Y= 96% M 1:28pm
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Home
Home
Devices Available
Device
IP Address~ Names Statuss
10.0.1.16 Furnace Normal
Room E-2D
147.0.27.197 E-16D Server Normal

Rack Monitor

147.0.27.207 E-2D Lab Normal
Room
Environment
Monitor

147.0.27.208 E-5D Server Normal

Rack Monitor

147.0.27.212 E-5D EO4 Normal
DDNS Test

& = 'Ll =D O

Figure 94- Screenshot from a smartphone
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UNINSTALL THE PROGRAM

To uninstall the program: Go to the appropriate programs settings page (i.e. Control Panel -> Programs and Features) and select
the "ENVIROMUX Management Software" to uninstall.

Note: Uninstalling the program will also remove any settings and saved sensor values. The license will remain (the license is not
transferable)

SOFTWARE UPDATE

From time to time a new version of this program will be available. If you decide to update, follow these steps.
1. Download the new software version to the computer/server the E-MNG-SH is installed on.
2. Shut down the E-MNG software if running on this computer/server.

3. Double-click on the new installation file to install. Once the update has completed, it will prompt for login from the default
browser.

Login to the E-MNG-SH and verify that the update has worked. Click on "About" in the side menu, then click "About ENVIROMUX
Management Software". The version number shown there will indicate what version you are running. The Updates section will
get refreshed after the next update check.

= NTE ENVIROMUX Management Software

[, eriee About ENVIROMUX Management Software

=ﬂ Devices ’ Install ID: A3D53SDCFEGCEODA452CA2113209F8FB

Install Type: Service
a Settings ¥ Startup Time: 03/07/2023 07:48:43 AM

License: Activated : E-MNG-SH. License lock acquired hill 02 May 2023

0 About - Version: 1270 -« uu—

Install Date: 12/068/2020 02:15:23 PM
About ENVIROMUX Installed On: CPU276-PC DOM2:80
Management Software Log Level: DEBUG
Ll Makiial Architecture: x64

Language: English
Downloads

a You have the latest version -« u—

Figure 95-About page
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HTTP REST API SUPPORT

Support has been built into the ENVIROMUX firmware to use JSON API to poll sensors using HTTP protocol like cURL command.
To automate the interface between servers and the ENVIROMUX and provide data, the following instruction is provided.

E-MNG-SH supports following API’s that can be used to get all relevant data from the E-MNG-SH server instead of each
individual device. You have to use the Login API to get the session ID first

1. Login API

2. Get Sensor List API

3. Get Device List API

4. Download Events Log API

5. Download Sensor Graph API

Login API
Type: HTTP POST

Endpoint: "“/api/u/login™
POST Body: email=<email>&password=<password>

Response on success: NTI session id in "Set-Cookie" HTTP Header and JSON response with code 200 and relevant success
message

Response on error: JSON response with non 200 response code and error message in "msg"

Example:

Curl -vk -X POST "https://192.168.1.100/api/u/login” -d "email=guest@enviromux.com&password=guest"
Response:

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Set-Cookie: ntisid=fkal9sjks0kU02js9edjd0Jhals9qj09LSDFG24S98LsAs; Expires=Sat, 02 Dec 2022 14:15:39 GMT; path=/;
HttpOnly

Content-Type: application/json

{"code": 200, "msg": "Logged In..", "data": {}}

Get Sensor List API:

Type: HTTP GET
Endpoint: "/api/u/sensor/brieflist"

Requires HTTP "Cookie" header with value "ntisid=<sid>"
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Content-Type: application/json
JSON Response code if successful: 200

Response data will have array list as follows

[<Sensor_id>, <sensor_category_ID>, <Device_name>, <Sensor_name>, <current_sensor_value>, <sensor_category_name>]

Example:

curl -vk -X GET "https://192.168.1.100/api/u/sensor/brieflist" -H "Cookie:
ntisid=fkal9sjksOkU02js9edjd0Jhals9gj09LSDFG24S98LsAs"

Response:
{
"code": 200,
"data": [
[ 14, 0, "E-2DB E08", "E-2DB E08 Input Voltage", 8.6 V", "Internal Sensors"],

[20, 1, "E-2DB E08", "E-2DB E08 Temperature 1", "81.7 -F", "External Sensors"],

1,

"msg": "request successful"

}

Sensor ID will be unique ID across all sensors of all devices except when sensor category ID is Event or Smart Alert.
Sensor ID will be unique among all Events of all devices

Sensor ID will be unique among all Smart Alerts of all devices

Sensor Category ID List:
NTI_SENSOR_CATEGORY_INVALID = -10,
NTI_SENSOR_CATEGORY_EXD_INTERNAL =0,
NTI_SENSOR_CATEGORY_EXD_EXTERNAL =1,
NTI_SENSOR_CATEGORY_EXD_DIGITAL_INPUT = 2,
NTI_SENSOR_CATEGORY_EXD_IP_DEVICE = 3,
NTI_SENSOR_CATEGORY_EXD_SNMP = 4,
NTI_SENSOR_CATEGORY_EXD_IP_SENSOR =7,
NTI_SENSOR_CATEGORY_EXD_IP_INT_SENSOR = 8,

NTI_SENSOR_CATEGORY_EXD_IP_SENSOR = 8,
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NTI_SENSOR_CATEGORY_EXD_IP_EXT_SENSOR =9,

NTI_SENSOR_CATEGORY_EXD_IP_DIGINP_SENSOR = 10,
NTI_SENSOR_CATEGORY_EXD_TAC = 12,
NTI_SENSOR_CATEGORY_EXD_OUTPUT_RELAY = 100,
NTI_SENSOR_CATEGORY_EXD_POWER = 101,
NTI_SENSOR_CATEGORY_IP_CAMERA = 103,
NTI_SENSOR_CATEGORY_EXD_EVENTS = 104,
NTI_SENSOR_CATEGORY_EXD_SMART_ALERTS = 105,
NTI_SENSOR_CATEGORY_EXD_SENSOR_HUB = 106,
NTI_SENSOR_CATEGORY_EMICRO_1W_INTERNAL = 200,
NTI_SENSOR_CATEGORY_EMICRO_1W_EXTERNAL = 201,
NTI_SENSOR_CATEGORY_EMICRO_1W_DIGITAL_INPUT = 202,
NTI_SENSOR_CATEGORY_EMICRO_1W_IP_DEVICE = 203,
NTI_SENSOR_CATEGORY_EMICRO_1W_EVENTS = 204,
NTI_SENSOR_CATEGORY_EMICRO_1W_SMART_ALERTS = 205,

NTI_SENSOR_CATEGORY_MAP = 300,

Get Device List API

Type: HTTP GET

Endpoint: "/api/u/monitor/getwindeviceslist"

Requires HTTP "Cookie" header with value "ntisid=<sid>"
Content-Type: application/json

JSON Response code if successful: 200

Response "data"” will have an "sdata" array list as follows

[<Device_IP_Address_in_anchor_tag>, <Device Name>, <Device_Status>]

Example:

curl -vk -X GET "https://192.168.1.100/api/u/monitor/getwindeviceslist" -H "Cookie:
ntisid=fkal9sjksOkU02js9edjd0Jhals9qj09LSDFG24S98LsAs"

Response:
{
"code": 200,
"data": {
"id_window": 0O,

"sdata": [
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['<a href=\"/p/devicellist-sensor?id_device=4&cat_type=0\">192.168.1.100</a>", "E-2DB- E08",
"Normal"],

['<a href=\"/p/devicel/list-sensor?id_device=8&cat_type=0\">192.168.1.101</a>", "E-16DB- D05",
"Alert"],

2

"msg": "request successful"

Download Events Log API

Type: HTTP GET or HTTP HEAD

Endpoint: "/api/u/events/log/download"

Requires HTTP "Cookie" header with value "ntisid=<sid>"

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="event_log_<timestamp>.txt

If successful HTTP Response code: 200 followed by tab delimited event log data:
<Time>\t<Record Type>\t<Message>\t<Log Level>\t<Device>\t<Sensor>\t<Unix Timestamp>
HTTP Response code if error: 401

Example:

curl -vk -X GET "https://192.168.1.100/api/u/events/log/download" -H "Cookie:
ntisid=fkal9sjksOkU02js9edjd0Jhals9gj09LSDFG24S98LsAs"

Response:

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Content-Type: application/octet-stream; name="event_log_1688938293.txt"

Content-Disposition: attachment;filename="event_log_1688938293.txt"

Time  Record Type Message Log Level Device Sensor Unix Timestamp

07/05/2022 04:39:55 PM <\t> Alert <\t> Sensor 2. <a href="/p/device/sensor?id_device=59&cat_type=3&id_sensor=1">E-16D

E100 on 4G</a> went into Alert on device Remote E-5D <\t> 3 <\t>Remote E-5D<\t>E-16D E100 on 4G <\t>
1688928394894<\r\n>

Download Sensor Graph API

Type: HTTP GET or HTTP HEAD
Endpoint: "/api/u/device/sensors/download"
Requires HTTP "Cookie" header with value "ntisid=<sid>"

Requires HTTP GET variables: "period_index =1&cat_type=<Sensor_category_ID>&emng_id_sensor=<Sensor_ID>"
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Period Index is the period for which to download this sensor graph for. Period index can be selected from list below:

Graph Periods Available:
PERIOD_1HR =0,
PERIOD_8HR =1,
PERIOD_2D = 2,
PERIOD_1WK = 3,
PERIOD_1MO =4,
PERIOD_6MO = 5,

PERIOD_2YR =6

cat_type is the sensor category ID shown in Get All Sensor List API
emng_id_sensor is the sensor ID that is unique to all sensors

Example response with graph data loaded:

Response Content-Type: application/json

If successful JSON response code will be 200 otherwise it will have appropriate response code along with error message like 401
for invalid credentials

Even if JSON response code is 200, graph data may not have loaded in response.

To confirm if data was loaded please check the response variable [‘data’]['loaded’].
If this is true, data was available when API was called and [‘data’][‘sdata’] now contains sensor graph data for selected
period

If [‘data’][‘loaded’] is false, this sensor’s graph data was not loaded to memory at the time of request. However this auto
triggers a load request. So please try again in 3-5 seconds by which time graph data would have been loaded.

Format of sensor data is as below. ‘sdata’ key will have 3 arrays each for Maximum, Minimum and Average values within that

period of time slice. As in example below, [‘data’][‘sdata’][0][‘values’] will have an array of dictionary of x to timestamp and y to
Maximum sensor values

{
"code": 200,
"data": {
"high_label": "Triggered",
"loaded": true,
"low_label": "Normal",
"sdata": [{

"area": false,

"color": "brown",
"key": "Max.",

"max_val": 114.2,
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"min_val": 119.4,

"unit"; " V",

"values": [{"x":1690542680206, "y": 114.2}, {"x":1690542737806, "y": 114.1} ....]
1A

"area": false,

"color": "pink",

"key": "Min.",

"max_val": 117.2,

"min_val": 0,
"unit": " V",
"values": [{"x":1690542680206, "y": 117.2}, {"x":1690542737806, "y": 117.0} ....]
b
"area": false,
"color": "#42d4f4",
"key": "Avg.",
"max_val": 121.2,
"min_val": 120.4,
"unit": " V",
"values": [{"x":1690542680206, "y": 121.0}, {"x":1690542737806, "y": 120.9} ....]
1,
"tick_format": 1,
"valtype": 3
h

"msg": "request successful"

Example response with graph NOT loaded:

curl -vk -X GET "https://192.168.1.100/api/u/device/sensors/getgraph?period_index=1&cat_type=2&emng_id_sensor=14" -H
"Cookie: ntisid=fkal9sjksOkU02js9edjd0Jhals9gj09LSDFG24S98LsAs"

Response:
HTTP/1.1 200 OK
Content-Type: application/json

{
"code": 200,
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"data": {

"high_label": "Triggered",

"loaded": false,

"low_label": "Normal",

"sdata": [{
"area": false,
"color": "brown",
"key": "Max.",
"max_val": -899998.2000000001,
"min_val": 899999.10,
"unit"; " V",
"values": null

1A
"area": false,
"color"; "pink",
"key": "Min.",
"max_val": -899998.2000000001,
"min_val": 899999.10,
"unit"; " V",
"values": null

1A
"area": false,
"color": "#42d4f4",

"key": "Avg.",

"max_val": -899998.2000000001,
"min_val": 899999.10,
"unit": " V",
"values": null

1,

"tick_format™: 1,

"valtype": 3

2

"msg": "request successful”
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